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Introduction
This document is presented to the State Records Commission in accordance
with Section 28 of the State Records Act 2000 (the Act). Section 28 (5) of that
Act requires that no more than 5 years must elapse between approval of a
government organisation’s Recordkeeping Plan (RKP) and a review of it.
State Records Commission (SRC) Standard 1 – Government
Recordkeeping requires that government organisations ensure that records
are created, managed and maintained over time and disposed of in
accordance with principles and standards issued by the SRC. SRC
Standard 2 – Recordkeeping Plans comprises six recordkeeping principles
each of which contains minimum compliance requirements.
The purpose of this Recordkeeping Plan is to set out the matters about which
records are to be created by the City of Wanneroo and how it is to keep its
records. The Recordkeeping Plan is to provide an accurate reflection of the
recordkeeping program within the organisation, including information
regarding
the
organisation’s
recordkeeping
system(s),
disposal
arrangements, policies, practices and processes. The Recordkeeping Plan is
the primary means of providing evidence of compliance with the Act and the
implementation of best practice recordkeeping within the organisation.
The objectives of the City of Wanneroo RKP are to ensure:
 Compliance with Section 28 of the State Records Act 2000;
 Recordkeeping within the Local Government is moving towards
compliance with State Records Commission Standards and Records
Management Standard AS ISO 15489;
 Processes are in place to facilitate the complete and accurate record of
business transactions and decisions;
 Recorded information can be retrieved quickly, accurately and cheaply when
required; and the
 Protection and preservation of the Local Government’s records.
In accordance with Section 17 of the Act, the City of Wanneroo and all its
employees are legally required to comply with the contents of this Plan.
This Recordkeeping Plan applies to all of the City of Wanneroo’s:





Employees;
Contractors;
Organisations outsourced service on behalf of the City of Wanneroo; and
Elected members.
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NOTE: The policy approach of the State Records Commission in monitoring
the recordkeeping obligations in respect to Local Government elected
members is:
“In relation to the recordkeeping requirements of local government
elected members, records must be created and kept which properly and
adequately record the performance of member functions arising from
their participation in the decision making processes of Council and
Committees of Council.
This requirement should be met through the creation and retention of
records of meetings of Council and Committees of Council of local
government and other communications and transactions of elected
members which constitute evidence affecting the accountability of the
Council and the discharge of its business.
Local governments must ensure that appropriate practices are
established to facilitate the ease of capture and management of elected
members’ records up to and including the decision making processes
of Council.”
Local Governments are to address the management of elected members’
government records in accordance with this policy, in their Recordkeeping Plans.
(See Extract from Policy and Procedure manual Appendix 5)
This Recordkeeping Plan supersedes 2012046 RKP and applies to all
records created or received by any of the above parties, regardless of:
 Physical format;
 Storage location; or
 Date created.
For the purposes of this RKP, a record is defined as meaning “any record of
information however recorded” and includes:
(a) anything on which there is writing or Braille;
(b) a map, plan, diagram or graph;
(c) a drawing, pictorial or graphic work, or photograph;
(d) anything on which there are figures marks, perforations, or symbols, having
meaning for persons qualified to interpret them;
(e) anything from which images, sounds, or writings can be reproduced with or
without the aid of anything else; and
(f) anything on which information has been stored or recorded, either
mechanically, magnetically, or electronically.”
(State Records Act, 2000)
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Principle One: Proper and Adequate Records

Government organisations ensure that records are created and kept which
properly and adequately record the performance of the organisation’s
functions and which are consistent with any written law to which the
organisation is subject when performing its functions.
1.1

Historical Background

Local government in Wanneroo began with the formation of the Perth Districts
Road Board in 1871 and the Wanneroo Road Board was established in 1903
and lasted until 1950 when it was disbanded and replaced by a
Commissioner. In June 1950, a new Road Board was elected but in 1957 it
was again replaced by a Commissioner. In 1961, the Wanneroo Shire
Council was formed and with the adoption of the Corridor Plan by the State
Government in 1970, the district rapidly developed and in 1985, Wanneroo
achieved City status. In 1998, the City of Wanneroo was split into the Shire of
Wanneroo and the City of Joondalup. However, the Shire regained its City
status on 1st July 1999 and began operation as a separate Local Government
Authority. The election of the inaugural council of the new City of Wanneroo
took place on 11 December 1999 when Mayor Jon Kelly plus fourteen ward
councillors were elected.
The City of Wanneroo is located 22 kilometres north of Perth and covers a
land area of approximately 686 square kilometres. The City features large
tracts of untouched bushland, State forest, wetlands, market gardens,
industrial, commercial and residential estates and enjoys 32 kilometres of
pristine coastline. Economic activity is strong, with the City hosting a diverse
mix of industries including agriculture, retail, construction, education,
healthcare and a range of professional industries.
1.2

Strategic Focus and Main Business Activity

The City of Wanneroo vision is “Inspired by our past, working to create a vibrant,
progressive City, providing opportunity and investment to enable our growing
communities to prosper”
The City of Wanneroo Strategic Community Plan lists the organisation’s high level
objectives under four key themes:
1.2.1 Society – healthy, safe, vibrant and connected communities.
 The ongoing provision of high quality and accessible services and
facilities for people of all ages, and for people with disability and
culturally and linguistically diverse groups;
 Ensuring residents and visitors feel safe in the community and that the
demand for neighbourhood connectedness and amenity is met;
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The need to create distinctive places and a stronger focus on placebased service delivery for the community.

1.2.2 Economy – progressive, connected communities that enable economic
growth and employment;
 Facilitating an increase in employment self-sufficiency to improve
local employment opportunities;
 Focussing on strategic industry development, including clean
technology, agribusiness and advanced manufacturing and
engineering.
 Ensuring land and infrastructure is made available to support
economic development;
 Promoting and facilitating tourism opportunities;
 Facilitating enhanced transport connectivity and advocating for an
integrated transport plan for Wanneroo (including rail to Yanchep
and other strategic transport infrastructure);
 Facilitating the strategic economic development of the Neerabup
Business Area;
 Local land use planning strategies to support enhanced delivery of
services in place.
1.2.3 Environment – a healthy and sustainable natural and built environment:
 Ensuring continuing improvements in the management of water
quality and reduction of water usage;
 Managing natural areas to maintain biodiversity of bushland,
wetland and coastal areas;
 Managing and adapting to the impacts of climate change.
 Implementing energy reduction initiatives;
 Balancing urban development and community access with the
protection and appropriate management of the City’s environmental
assets.
1.2.4 Civic Leadership – working with others to ensure best use of resources;
 Ensuring ongoing good governance, including efficient and effective
financial sustainability, workforce capability and effective risk
Management;
 Facilitating partnerships and relationships with stakeholders;
 Ensuring a good customer experience with a clear line of sight to
customers;
 Harnessing opportunities to enhance service delivery through use of
information technology.
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The City’s Values are as follows:






1.3

Customer Focused - Delivering service excellence;
Improvement – Finding simpler, better and a faster way of doing things;
Accountability - Accepting responsibility and meeting our commitments
on time and to standard
Collaboration – together we are stronger
Respect – Trusting in others and being trustworthy

Functions, including those outsourced
Refer to Appendix 1.

1.4

Major Stakeholders

The City of Wanneroo’s major stakeholders are:











1.5

Mayor and Elected members
Council Advisory Committees
Council working groups
Residents and Ratepayers
Members of Parliament
Government Agencies
Other Councils and Cities
Not-for profit agencies
Emergency Services
Business community
Volunteers
Enabling Legislation
The City of Wanneroo is established under the Local Government Act
1995.

1.6

Legislation and Regulations Administered by the City of Wanneroo
Refer to Appendix 2.

1.7

Other Legislation Affecting the City of Wanneroo
Refer to Appendix 3.

1.8

Major Government policy and/or Industry Standards
Refer to Appendix 4.
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2

Principle Two: Policies and Procedures

Government organisations ensure that recordkeeping programs are supported by
policy and procedures.
2.1

Records Management and Business Information Systems

2.1.1 Records Management System
The records management system at the City of Wanneroo is Micro Focus (formerly
Hewlett Packard Enterprises) Content Manager 9.0 (CM9). The City has a hybrid
system. All incoming correspondence is scanned according to State Records Office
requirements and forwarded to staff electronically. These documents are day
batched and will be destroyed 6 months after date received and in compliance with
the General Disposal Authority for Source Records RD 2016002 and Digitisation
Specification. Documents such as contracts, legal or those requiring signatures are
sent on in hard copy to staff.
The City of Wanneroo embarked on a Paper Appropriate Practices across the
organisation and most of the hardcopy records are stored at its Offsite Storage
Provider Iron Mountain premises.
From July 2018, the City will consider
implementing the Digital Recordkeeping Standard and the Disposal of Local
Government Source Records and Management and Task Procedures have been
prepared and attached in this document. Destruction of source records will not take
place unless all the State Records Commission Standards are in place. The City
has implemented a number of process improvements in order to have this Standard
implemented including change in scanning software, creating automated forms and
workflows, online forms, ensuring the Multi-function devices are in compliance with
the scanning guidelines and digitisation and digitisation of source records.
The CM9 system was implemented in July 2017 and upgraded from HP TRIM which
was implemented in 2010. Prior to that the PowerDocs system was used. Access to
historical document stores is provided via the CM9 interface to appropriately
authorised staff.
CM9 is integrated with other business systems such as Authority which is the City’s
finance and property system and InfoCouncil, the City’s meeting papers system.
The City is currently endeavouring to improve performance by implementing and
using technology in innovative ways whilst improving and enhancing recordkeeping.
The City is also taking control of its network drives and this was a 2 year project.
This resulted in a large number of documents transferred from Network Drive to
CM9. All current records were saved to HP CM9 and the remaining records were
appraised by the Archivist. Retention and Disposal Schedules were attached and
moved to HP CM9 for management. The remaining records eligible for destruction
are being processed according to the City's destruction process

2.1.2 Business Information Systems
The City of Wanneroo employs an integrated enterprise architecture model, where
enterprise and line-of-business software systems share data via application-toapplication data exchange and integration channels. The architecture is founded
upon the ‘single source of truth’ principle whereby one system holds a ‘master copy’
City of Wanneroo – Recordkeeping Plan 2018
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of a particular data set and all other systems that require access to this data refer to
that master data set. This architecture minimises the risk of inconsistent or
erroneous data and supports accountability and transparency in data storage and
handling.
Data resources are for the most part stored on site at the City of Wanneroo and are
protected by the City’s ICT security and backup and disaster recovery standards. A
small number of systems are hosted off-site/cloud-based, in which case the City
places a contractual responsibility on vendors to maintain the data securely and to
meet equivalent backup and disaster recovery standards.
The principal business information systems that are used by the City of Wanneroo
are:


Enterprise resource planning (ERP) platform: The City employs Civica’s
Authority suite as its ERP, providing the following services:
o Financial management and reporting
o Property and rating
o Organisational hierarchy
o Payroll and human resources services
o Customer request management
o Applications and registers
o Compliance and infringements
o Property management
o Fleet management
o Asset management
o Work order administration
o Online payments
Authority integrates directly with CM9, storing documents generated by the
ERP within the EDRMS. Documents generated externally or scanned into
CM9 can be linked to relevant records within Authority, ensuring consistency,
currency and completeness of the electronic record.



Payroll/human resources information system (HRIS): The City will transition
payroll, organisational hierarchy and human resources services to the
Technology One Payroll module by the end of 2018. Documents generated
by the Payroll or HRIS modules will be uploaded to CM9.



Facilities management system: The City employs The Active Network’s
Class facilities management and booking system for the administration of
recreation centres, bookings, memberships and session attendance.
It
stores information on attendees, bookings of facilities and small amount of
payment information. The Class system is approaching end-of-life and is
scheduled for replacement in 2018 in line with the City’s policy of only using
software systems that are under vendor support.



Safety management system: the City requires all health and safety related
matters (hazards and incidents) to be logged in the MyOSH system. Data
stored includes details of the submitter and actioning officer(s), details of the
incident or hazard and the history of actions taken to address it.



Recruitment management system: The City uses the Mercury eRecruit
system to administrate the recruitment of staff. Application documentation,
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interview details and recruitment approvals are stored in this system.
Position documentation (for example position description documents) is
copied from CM9 into eRecruit, but note that the master version remains the
CM9 copy.


Contract management system: The City uses Open Windows Contract
Management System (CMS) to support the award and administration of
contracts for goods and services. Information stored includes contact and
contract renewal details. Documentation relating to contracts (for example
the contract document itself and associated correspondence) is stored in
CM9. All records relating to the procurement process leading up to contract
award is also stored in CM9.

In addition to the above, a variety of line-of-business applications handle data
relating
to
specific
operational
activities
including
DCA
Pinforce
(infringements/compliance); Jadu Content Management System (online content);
and Microsoft Project (project management).

2.2

Records Management Policy and Procedures

For the recordkeeping policy and procedures of the City of Wanneroo refer to the
extract from the Policy and Procedures manual in Appendix 5. This is a dynamic
document and Management and Task Procedures will continue to be monitored and
changed when required to further enhance compliance requirements.
Table 2.1

Recordkeeping Activities for the management
of hard copy records and covered in the
YES
LG’s Policies and Procedures

Correspondence capture and control – including incoming and outgoing
mail registration; responsibilities assigned for classifying, indexing and
registration; file titling and file numbering conventions.
Include specific provisions for capture and control of Elected Members’
correspondence.
Digitisation – including categories of records digitized; disposal of source
records; digitization specifications. See General disposal authority for
source records;
NB: This procedure is only required where the organisation intends to
dispose of source records prior to the expiration of the approved minimum
retention period after digitising.
Mail distribution – including frequency, tracking mechanisms and
security measures.
File creation and closure – including assigned responsibility and
procedures for both physical and automated file creation.
Access to corporate records – procedures for access to and security of
corporate records.

City of Wanneroo – Recordkeeping Plan 2018
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Recordkeeping Activities for the management
of hard copy records and covered in the
YES
LG’s Policies and Procedures

Authorised disposal of temporary records and transfer of State
archives to the State Records Office (SRO) – any assigned
responsibilities.

Electronic records management – including the organisation’s approach
and methodology for the capture and management of its electronic
records (e.g. print and file, identification of the official record, use of
EDRMS, hybrid system etc.).

Email management – including the capture, retention and authorised
disposal of email messages to ensure accountability. Should indicate
whether the organisation is utilising a document management system or
hard copy records system (e.g. print and file, identification of the official
record, use of EDRMS, hybrid system etc.)

Website management –
i) Including guidelines to determine which is the complete and accurate
record, particularly in regard to the purpose of the site (e.g. whether
informational/transactional).
ii) Responsibility for the website and strategies implemented for the
management of the website over time, including capture of periodic
snapshots of the site and mechanisms for recording website amendments.
Metadata management – including authority for the capture and control
of metadata.
System/s management – including any delegations of authority for the
control and security of systems utilised by the organisation (e.g. provision
of access to systems through individual logins and passwords, protection
of servers etc.).
Migration strategy – strategies planned or in place for migrating
information and records over time (e.g. through upgrades in hardware and
software applications, and any assigned responsibilities) for long-term
retention and access. See Public Records Policy: 8 – Policy for the
ongoing management of electronic records designated as having archival
value.

2.3

NO






Certification of Policies and Procedures

Evidence of formal authorisation that the policies and procedures are in place
and promulgated throughout the City of Wanneroo is provided by an extract of
the copy of the certification document signed by the Chief Executive Officer.
(Please refer to Appendix 5, Page 37 for Certification). Evidence of
support from the City’s Chief Executive Officer is highlighted in his email to all
City employees on the importance of Recordkeeping and support for
mandatory Records Awareness Training for all employees (attached in
Appendix 6).
2.4

Evaluation of Policies and Procedures

The recordkeeping Policies of the City of Wanneroo cover all categories
identified in Principle 2 of SRC standard 2 and are operating efficiently and
City of Wanneroo – Recordkeeping Plan 2018
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effectively across the City of Wanneroo and are monitored and changed if
and when required.

Principle Three: Language Control

Government organisations ensure that appropriate controls are in place to
identify and name government records.

3.1

Keyword for Councils Thesaurus Implemented

The City of Wanneroo has adopted and implemented the Keyword for
Councils thesaurus for the titling of all its records.

3.2

Assessment of its Effectiveness

The thesaurus operates well within the City of Wanneroo. It covers both
administrative and functional activities of the City of Wanneroo and is
available for use by all staff and information can be filed and found without
difficulty. This tool will be adjusted to reflect changes to the functions and
activities of the City of Wanneroo as may occur from time to time. A minor
change to the Business Classification (BCS) was made in 2015.This change
was that a new addition to the Function was added to the BCS. Any change
to the BCS is carefully considered and measured against the General
Disposal Authority for Local Governments (GALG).
3.3


Identified Areas for Improvement
The thesaurus we have may need to be adjusted from time to time to
reflect the way the City does its business.



An improvement is needed to store a large number of emails that
staff receive. Inability to store it quickly in the HP Content Manager 9
can create difficulties in searchability and retrieval especially when
staff are on leave and the information is required for Freedom of
Information and for other decision-making. A strategy to deal with
storage of a higher influx of email by individual staff will be completed
by 31 December 2018.
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4 Principle Four: Preservation
Government organisations ensure that records are protected and preserved
For the Disaster Management Plan/Records Disaster Recovery Plan for the
City of Wanneroo, please refer to Appendix 7
4.1 Assessment of Risks
4.1.1 Onsite Storage
The City has taken a paper-appropriate approach. Most of the documents
are scanned according to digitisation specification and day-batched. The
day-batched box is then sent to offsite storage provider’s premises. Of the
current and active records stored onsite at the City of Wanneroo premises,
the storage facility includes:







Metal shelving;
Fire retardant safe;
Secure premises;
Secure server rooms for digital and electronic records;
Fire detection system (VESDA), and
Air-conditioning for [12 hours a day].

The main disaster threatening records stored onsite comes from fire, vandalism
or flood. With the storage conditions as described here the risk is assessed as
low.
4.1.2 Offsite Storage
The City of Wanneroo has its non-current, inactive and archival records located in
an offsite storage facility at Iron Mountain in Malaga and Balcatta.
The facilities at Iron Mountain are constructed with quality materials and
incorporate extensive fire protection systems that are in line with BCA 96
(Construction) and AS2118 (Fire Suppression). All areas of the building are
equipped with sprinkler systems and fire doors to ensure correct fire prevention
policies are maintained and fire alarms are linked to local fire brigade units.
Extinguishers and sprinkler systems are fully maintained and all sites are
protected by electronic intruder detection systems with back-to-base alarms
under 24 hour surveillance monitoring.
The main disaster threatening records stored at the offsite records storage facility
comes from fire, vandalism and flood. With the storage conditions as described
here the risk is assessed as low.
4.1.3 Data Centre and Cloud Storage
The City of Wanneroo has entered into an arrangement with third parties to store
electronic data/digital information and records in data centres/cloud storage
facility as detailed in the table below. The arrangement includes provisions for
security and access and preservation.
City of Wanneroo – Recordkeeping Plan 2018
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A risk assessment was undertaken prior to the commencement of the data
storage arrangement.
Information system / Name
categories
of service
records
provider

Disaster
Servers

of Geographic
location of
data centre
/
cloud
storage

Recovery Datacom

Geographic Risk
location of assessed
data centre Y/N
/
cloud
storage
backups

Belmont

Belmont

Y

Spydus

Civica

Perth

NA

Y

Mobile Body Camera

Axion

Perth

NA

Y

City Website Hosting

Jadu

Sydney

NA

Y

4.1.4 Storage of Archives
The City of Wanneroo does not currently wish to maintain state archives for
longer than the compulsory transfer period. However, due to space limitations at
the State Records Office, the City is unable to transfer any state archives at this
time and therefore maintains them in compliance with SRC Standard 7and sent
to offsite storage where it is maintained in accordance with SRC Standard 7.
4.1.5 Storage of Backups
Electronic records of the City of Wanneroo are backed up daily. This involves
backup across the network to disk. The primary storage repository for backups is
located in the Wanneroo Library and Cultural Centre (WLCC) with a secondary
storage device for offsite duplication of backup located with Datacom at its
Belmont premises.
4.1.6 Quantity of Records
The City of Wanneroo has custody of:





20 linear metres of temporary hard copy records stored onsite;
5100 linear metres of temporary hard copy records stored offsite;
240 linear metres of hard copy State archives stored onsite/offsite;
25 TB of digital records/information/data held in all systems

4.1.7 Security and Access
The following security and access measures have been implemented at the City of
Wanneroo:



Hard copy records stored on site are stored in a locked/secured room accessible
only by authorized staff;
Hard copy records stored offsite at Iron Mountain facility are protected by
electronic intruder detection systems with back-to-base alarms under 24 hour
surveillance monitoring;
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Prior to commencing employment, each staff member at the offsite storage
provider Iron Mountain is properly screened, and background and work reference
checks are completed for every employee.
Electronic records are stored within the City’s EDRMS HP Content Manager 9.
Access to the City’s records by staff is in accordance with designated access and
security classifications and only in accordance with the requirements of their role;
Only authorized IT staff have access to the City’s server room via security access
cards.

4.2 Assessment of the Impacts of Disasters
As stated previously, the risk of a disaster occurring to the records of the City of
Wanneroo has been assessed as low.
The impact of a disaster on the
organisation’s records has therefore been assessed low. There are sufficient
strategies in place to ensure that business activities of the organisation are not
unduly affected in the event of the more likely disaster occurring.
4.3 Strategies in Place for Preservation and Response
The following strategies have been implemented by the City of Wanneroo in order to
reduce the risk of disaster and for quick response should a disaster occur:
4.3.1

Vital Records Program

The City of Wanneroo Archivist developed a vital records list based on an IM survey and
on other factors such as records business, legal, evidential, commercial and historical
value. Those vital records are identified in the EDRMS and in the hard copy files and a
special care and attention is applied to them.
List of City of Wanneroo Vital Records

GENERAL

LEGAL

PLANNING

Council Minutes, Agendas and attached documentation
Set of City of Wanneroo policies and procedures (current and
non- current)
Elected Members’ Code of Conduct (current and non - current)
Internal Committee Records
Photographic history of the Council events and Elected Members
(kept in Marketing)

Legal procedures/ significant cases
Contracts and Agreements including Contracts of sale and buy of
land between City of Wanneroo and other party
Caveats
Easements
Property Management orders
CCC investigations in City of Wanneroo business
Town Planning Scheme and Amendments
Zoning Plans
Corporate planning documentation (major plans, events and
initiatives)
Major City of Wanneroo Projects – (Design and Construction –
Buildings (incl. Civic Centre), Roads, Conservation Projects
Subdivision applications register and decisions (part of Authority
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and Proclaim)
Building Applications register ( part of Authority and
Proclaim)
Development applications register (part of Authority and
Proclaim)
REGISTERS

Assets Register (buildings, facilities, land, art etc.)
Heritage Places - Municipal Inventory Register / Significant Trees
Register
Licences / Permits – registers
Investment register
Leases - register
Rate registers (Authority)

HISTORICAL

Heritage Places - buildings / sites / structures and
Restoration and conservation Records.
Microfiche records that contains Vital files and documents

CONTROLLING
/ INFORMATIVE

HP CM9 system containing metadata about all records
(Vault, Powerdocs, HP Content Manager 9
Authority (property and staff related information)
Proclaim
GIS (Property related and Zoning)
Archives Indexes (finding aids for hard copy records not covered
by IM EDRMS)

Vital records in hard copy are stored in a locked, fire resistant facility with Iron
Mountain at its premises in Balcatta and Malaga. These records have been
copied and the copies are placed on the relevant files and are used for all normal
business activities. These records have been scanned and registered. The
facilities at Iron Mountain are constructed with quality materials and incorporate
extensive fire protection systems that are in line with BCA 96 (Construction) and
AS2118 (Fire Suppression). All areas of the building are equipped with sprinkler
systems and fire doors to ensure correct fire prevention policies are maintained
and fire alarms are linked to local fire brigade units. Extinguishers and sprinkler
systems are fully maintained and all sites are protected by electronic intruder
detection systems with back-to-base alarms under 24 hour surveillance
monitoring.
4.3.2 Backup Procedures for Electronic Records
Electronic records of the City of Wanneroo are backed up as follows:



Daily backups are performed and are incremental, meaning that only data
that has changed from the previous backup is backed up. Daily backups
occur Monday to Friday.
Weekly backups are performed each Friday. These are full backups. .
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Yearly backups - Full backup performed on the last Friday of the year.
These tapes are not destroyed or over written.

Server backups:






Incremental backups are undertaken each night and are overwritten each
fortnight.
Weekly backups are overwritten each four weeks
Monthly backups are overwritten once a year
Annual backups are kept permanently.
All tapes are kept offsite at the Datacom premises in Belmont

4.3.3 Preservation of Electronic Records
The City of Wanneroo has implemented the following processes to ensure that
electronic records are accessible and readable for as long as required:




Media used to store electronic information is checked daily to ensure the
information is accessible and readable;
Digital storage media, including removable storage devices, is refreshed
as necessary to prevent data loss; and
Electronic records requiring long term retention are maintained in an
appropriate format for long term preservation.

4.3.4 Security
The following security measures have been implemented by the City of
Wanneroo to prevent unauthorised access to records:





Hard copy records are stored in a locked/secure room accessible only to
records staff. A bar code system is in place to enable the tracking of
records.
Hard copy records stored offsite are located Iron Mountain facility in
Malaga and Balcatta;
Electronic records have varying degrees of access depending on
delegations assigned to staff within the organisation. Electronic records
are backed up on a regular basis as described previously.
Access to server rooms is restricted to authorised staff using swipe card
access.

4.3.5 Storage Reviews
The records storage facilities utilised by the City of Wanneroo are reviewed
annually to ensure that conditions are appropriate for the organisation’s records.
The storage facilities were last reviewed in 2016 and this resulted in a move from
our basement storage to offsite storage facility at Iron Mountain.
4.3.6 Recovery of Lost Information
The City of Wanneroo has developed a set of quick response strategies to
recover lost information, in all formats, should a disaster occur. These strategies
are:
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duplication of hard copy vital records;
back up of electronic records;
offsite storage of backups;
A records disaster recovery kit (i.e. equipment for use in the event of a
disaster)

4.4 Identified Areas for Improvement




The City of Wanneroo’s Records Disaster Recovery Program will be
reviewed during 2018. This is currently outdated and the review should be
completed by the end of 2018;
Vital records would need to be promoted to city employees through an
awareness program. This is expected to be completed by end of 2018;
and
The City needs to promote more on the Information Management Business
Continuity Plan through an awareness program. This is expected to be
completed by end of 2018
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5

Principle Five: Retention and Disposal

Government organisations ensure that records are retained and disposed of in
accordance with an approved disposal authority.
5.3 General Disposal Authority for Local Government Records
The City of Wanneroo uses the General Disposal Authority for Local Government
Records, produced by the State Records Office, for the retention and disposal of
its records.
5.4 Disposal of Source Records
The City of Wanneroo has established procedures to scan all incoming and hard
copy, correspondence in accordance with the requirements of the General
Disposal Authority for Source Records and the SRO Guideline: Digitization
Specification.
The original hard copy correspondence, once reproduced
electronically, will be treated as copies/duplicates and as such will be retained for
a period of six months to meet operational requirements and then destroyed.
Refer to Appendix 8 for full documentation of the risk assessment, scanning
procedures, quality control and other processes.
5.5 Existing Ad Hoc Disposal Authorities
The City of Wanneroo does not use any Ad Hoc disposal authorities.
5.6 Existing Disposal Lists
The City of Wanneroo does not keep any Disposal List (Disposal Lists are
documents developed in consultation with the State Records Office and approved
by the State Records Commission. They are not internal documents listing
records for destruction or transfer that may be created by Local Governments as
a part of a Disposal Program.
5.7 Restricted Access Archives
The City of Wanneroo does not have any State archives to which it intends to
restrict access when they are transferred to the State Records Office.
5.8 Transfer of Archives
 The majority of present City of Wanneroo records are not yet 25 years old,
therefore they are not due to be transferred to the State Archives.
 Those records that are in a hard copy format are kept in the City of
Wanneroo offsite storage facility at Iron Mountain in Balcatta;
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Given that the State Archives will no longer accept the records the City is
working towards compliance with Directions for keeping hardcopy State
Archives awaiting transfer to the State Records Office. .The program of
making accessible to the public CoW Archival Electronic Records has not
been developed yet and is on the list of future projects
The collection of the microfiche records from years 1986 to 1998 has never
been appraised to identify archival records from that collection and then
establish Archival records is a matter of future projects.

5.9 Non-Transfer of Archives
The City of Wanneroo has not identified any State archives that will not be
transferred to the SRO for permanent preservation.
5.10 Disposal Program Implemented
The City of Wanneroo has implemented the General Disposal Authority for Local
Government Records and conducts a regular disposal program on an annual
basis.
Please refer to Appendix 9 for a copy of the disposal and a recent authorised list
of records for disposal.
5.11 Authorisation for Disposal of Records
Before any temporary records are destroyed or State archives are transferred to
the SRO, a list of those records due for destruction or transfer is reviewed by the
Director Corporate Strategy and Performance with other signatories such as the
Archivist, Coordinator Information Management and relevant Business Unit
Managers and authorised for destruction or transfer.
5.12 Identified Areas for Improvement
 A new City of Wanneroo Archives Management Procedure has been
established. This will be promoted through an awareness session;
 The City’s EDRMS HP Content Manager has just passed 7 years of usage
and plans need to be put in place for electronic disposal program. This will
be completed by end of 2020;
 The City’s Archivist and Information Management Officers would need to
be trained in electronic archival and disposal. This is expected to be
completed by 2018.
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6

Principle Six: Compliance

Government organisations ensure their employees comply with the record
keeping plan.
6.1 Staff Training, Information Sessions
The City of Wanneroo has implemented the following activities to ensure that all
staff are aware of their recordkeeping responsibilities and compliance with the
Recordkeeping Plan:
Table 6.1
Activities to ensure staff awareness and compliance

YES

NO

Presentations on various aspects of the City of Wanneroo’s 
recordkeeping program are conducted. These are delivered to
all staff on a regular basis. In 2017 mandatory Records
Awareness Training for all employees every three years was
implemented
In-house recordkeeping
conducted.

training

sessions

for

staff

are 

From time to time an external consultant is brought in to run a
recordkeeping training session for staff.
Staff are also
encouraged to attend training courses outside the organisation
whenever practicable.



Staff information sessions are conducted on a regular basis for 
staff as required.
The City of Wanneroo provides brochures or newsletters to
publish recordkeeping information, highlight issues, or bring
particular recordkeeping matters to staff attention.



The City of Wanneroo Intranet is used to publish recordkeeping 
information, highlight issues, or bring particular recordkeeping
matters to staff attention.
The City of Wanneroo Induction Program for new employees 
includes an introduction to the organisation’s recordkeeping
system and program, and information on their recordkeeping
responsibilities.
Coverage of the training/information sessions as detailed here extends to all staff.
However, records management staff are offered more frequent and more
specialised training where required. Please refer to Appendix 10 for samples of
presentations/training manual contents page, and Brochures/newsletter.
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6.2 Performance Indicators in Place
The following performance indicators have been developed to measure the
efficiency and effectiveness of the City of Wanneroo’s recordkeeping systems:







Internal Audit of the City of Wanneroo’s Recordkeeping compliance is
carried out every three years. The last internal audit was carried out in
2016;
Quality assurance of documents registered into the City’s Electronic
Documents and Records Management System CM9 with 80% compliance
with the document naming and titling convention. This is based on the
total daily registered mail;
Statistical evidence on percentage of correspondence registered or
captured into the City’s EDRMS on the number of mail received. This is
based on the number of mail received per day and the number of mail not
registered;
Priority documents are scanned, registered and distributed on the same
day;

6.3 Agency’s Evaluation
On the basis of the Internal Audit of the City of Wanneroo’s recordkeeping
compliance the recordkeeping systems and processes identified are assessed as
being efficient and effective within the organisation with no major or high risk
issues identified. The continual use of the Network Drives by City staff was
identified as a medium risk and this has been addressed by the City when it
recruited a Project Officer to assess, monitor and educate staff on the need to
store official records in the City’s EDRMS HP CM9. This task is now incorporated
into the Archivist’s day-to-day tasks. The City’s Archivist and Coordinator
Information Management provide training and guidance to City employees by
organising training and attendance at Business Unit team meetings.
6.4 .Annual Report
An excerpt from the City of Wanneroo’s latest Annual Report is attached,
demonstrating the organisation’s compliance with the State Records Act 2000, its
Recordkeeping Plan and the training provided for staff. Please refer to Appendix
11.
6.5 Identified Areas for Improvement
 Improvement on document naming and titling is required. In 2016
Information Management commenced quality assurance on CM 9
registered documents. As a result approximately 80% of registered
documents in CM9 are in compliance with the metadata standards and
titling convention. By end of 2020, the City would like this to rise to 95%;
 A strategy to deal with a large influx of email by staff and how it is to be
registered would need to be established. This strategy would be completed
by December 2018;
 Internal audit of the City’s records management would be undertaken
again in 2018/2019 financial year. Any recommendations arising out of it
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would be implemented. The timeframe for completing recommendations is
in consultation with the Coordinator Information Management;
A full evaluation and staff satisfaction survey of the City of Wanneroo
recordkeeping systems is required to fully assess the effectiveness of the
systems to develop controls and strategies for undertaking improvements.
The timeline to undertake an evaluation will be addressed by June 2019.
Information Management would need to be more proactive in promoting
City’s records management policies and management procedures. While
focus has been on EDRMS training, promotion of the policies and
procedures is vital. A set of new management procedures has been
created and Information Management would embark on formalising the
existence and awareness of these policies and procedures. This is
expected to be completed by December 2019. The plan of action is as
follows:
Training

Method

Timeframe

New Employees

Face to Face

Every Month

Records Management
and
HP
Content
Manager
Q&A
Sessions
Records Management
Campaign and
Awareness
Mandatory Online
Records Awareness
Training
Personalised training
Team meeting
Presentation

Open Session

Quarterly

Promotion of Records Once a Year
Management Aw
Online

Every three years for
all employees

One-On-One
Group Presentation

As Required
Yearly
for
business unit
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7 SRC Standard 6: Outsourced Functions
The purpose of this Standard, established under Section 61(1) (b) of the State
Records Act 2000, is to define principles and standards governing contracts or
arrangements entered into by State organisations with persons to perform any
aspect of record keeping for the organisation.
State organisations may enter into contracts or other arrangements whereby an
individual or an organisation is to perform a function or service for the State
organisation, or act as the State organisation’s agent to deliver services to clients,
or for the State organisation’s own use. The general term ‘outsourcing’ is used
for such arrangements.
Contractual arrangements should provide that the contractor create and maintain
records that meet the State organisation’s legislative, business and accountability
requirements.
7.1 Outsourced Functions Identified
Refer to Appendix 1 for those functions outsourced.
7.2 Recordkeeping Issues Included in Contracts
Please refer to Appendix 12 for excerpts of clauses addressing recordkeeping
issues in contracts for outsourced functions.
7.2.1 Planning
The City of Wanneroo includes the creation and management of proper and
adequate records of the performance of the outsourced functions detailed above,
in the planning process for the outsourced functions.
7.2.2 Ownership
The City of Wanneroo requires that the ownership of State Records is addressed
and resolved during outsourcing exercises. Where possible this will be included
in the signed contract/document.
7.2.3 Control
The City of Wanneroo has ensured that the contractor creates and controls
records in electronic or hard copy format, in accordance with recordkeeping
standards, policies, procedures and guidelines stipulated by the City of Wanneroo
7.2.4 Disposal
The disposal of all State records which are the product of or are involved in any
contract/agreement with the City of Wanneroo and a contractor/agent will be
disposed of in accordance with the General Disposal Authority for Local
Government Records (GDALG), produced by the State Records Office.
7.2.5 Access
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Conditions for the provision of access to any State records produced in the
course of the contract/agreement have been agreed between the City of
Wanneroo and the contractor(s)/agent(s).
7.2.6 Custody
Custody arrangements between the City of Wanneroo and the
contractor(s)/agent(s) for State records stored on and off site by the contractor
are specified in the contract/as follows:








The Contractor acknowledges that the records it holds in connection with
this Supply Contract may be subject to a request under the Freedom of
Information Act received by the Principal, and such records are to be
immediately returned to the Principal for review in such circumstances. If
the return of the records impacts on the Contractor’s performance of its
obligations under this Supply Contract, the Principal will consider any
concerns the Contractor may raise;
The Contractor must (at its own cost and expense), for the duration of this
Supply Contract, provide the Principal with all assistance reasonably
requested by the Principal to assist the Principal in complying with its
obligations under the State Records Act 2000 (WA) and with the Principal’s
records management plan, where such compliance is in respect of records
created, or to be created, by the Contractor on behalf of the Principal in
accordance with this Supply Contract.;
The Contractor must, in respect of records created during the term of this
Supply Contract, retain such records for the retention period set out for that
class of record in the General Disposal Authority for Local Government
Records RD 2010046.
Contractors must not knowingly destroy records once they are aware of
any impending legal action relating to this Contract by any contractual
parties or by any third parties or is subject to an investigation by an
appropriate investigating body. Any action of this nature must lead to the
suspension of any disposal action of all records once the retention
timeframe has been met on those records.

7.2.7 Contract Completion
All arrangements regarding record custody, ownership, disposal and transfer
upon the completion of the contract(s)/agreement(s) are specified in the
contract(s)/agreement(s). Refer to Appendix 12.
7.3 Identified Areas for Improvement




The City of Wanneroo will continue to work with its contractors to improve
awareness and understanding of their responsibilities under the State
Records Act 2000 including carrying out random records compliance
audits of contractors. The first audit is expected to be completed by June
2019;
Contractor Records Management Awareness training sessions to be
organised by the City of Wanneroo. This is to be completed by June 2019.

City of Wanneroo – Recordkeeping Plan 2018
17/301000

Page 27 of 193

City of Wanneroo Recordkeeping Plan 2018

Function

Brief Description of LG Function

Performed
by the LG
Tick if Yes

Commercial
Activities

The function of competing commercially or providing services to other
local governments or agencies on a fee for service basis. Includes
undertaking activities on a consultancy or contract basis.



Community
Relations

The function of establishing rapport with the community and raising
and advancing the Council’s public image and its relationships with
outside bodies, including the media and the public.



Community
Services

The function of providing, operating or contracting services to assist
local residents and the community.



Corporate
Management

The function of applying broad systematic planning to define the
corporate mission and determine methods of the LG’s operation.



Council
Properties

The function of acquiring, constructing, designing, developing,
disposing and maintaining facilities and premises owned, leased or
otherwise occupied by the LG.



Customer
Service

The function of planning, monitoring and evaluating services provided
to customers by the council.



Development
& Building
Controls

The function of regulating and approving building and development
applications for specific properties, buildings, fences, signs,
antennae, etc. covered by the Building Code of Australia and the
Environment Protection Authority (EPA).

Economic
Development

The function of improving the local economy through encouragement
of industry, employment, tourism, regional development and trade.



Emergency
Services

The function of preventing loss and minimising threats to life, property
and the natural environment, from fire and other emergency
situations.



Energy Supply
&
Telecommunic
ations

The function of providing infrastructure services, such as electricity,
gas, telecommunications, and alternative energy sources.

Environmental
Management

The function of managing, conserving and planning of air, soil and
water qualities, and environmentally sensitive areas such as remnant
bushlands and threatened species.

Financial
Management

The function of managing the LG’s financial resources.

Governance

The function of managing the election of Council representatives, the
boundaries of the LG, and the terms and conditions for elected
members.

Government
Relations

The function of managing the relationship between the Council and
other governments, particularly on issues which are not related to
normal Council business such as Land Use and Planning or
Environment Management.

Grants &
Subsidies

The function of managing financial payments to the LG from the State
and Federal Governments and other agencies for specific purposes.



Information
Management

The function of managing the LG’s information resources, including
the storage, retrieval, archives, processing and communications of all
information in any format.



City of Wanneroo – Recordkeeping Plan 2018
17/301000

Performed
by an
External
Agency
Tick if Yes
























Page 28 of 193



City of Wanneroo Recordkeeping Plan 2018
Information
Technology

The function of acquiring and managing communications and
information technology and databases to support the business
operations of the LG.



Land Use &
Planning

The function of establishing a medium to long term policy framework
for the management of the natural and built environments.



Laws &
Enforcement

The function of regulating, notifying, prosecuting, and applying
penalties in relation to the Council's regulatory role.

Legal Services

The function of providing legal services to the LG.

Parks &
Reserves








The function of acquiring, managing, designing and constructing
parks and reserves, either owned or controlled and managed by the
LG.





Personnel

The function of managing the conditions of employment and
administration of personnel at the LG, including consultants and
volunteers.



Plant,
Equipment &
Stores

The function of managing the purchase, hire or leasing of all plant
and vehicles, and other equipment. Includes the management of the
LG’s stores. Does not include the acquisition of information
technology and telecommunications.

Public Health

The function of managing, monitoring and regulating activities to
protect and improve public health under the terms of the Public
Health Act, health codes, standards and regulations.



Rates &
Valuations

The function of managing, regulating, setting and collecting income
through the valuation of rateable land and other charges.



Recreation &
Cultural
Services

The function of LG in arranging, promoting or encouraging programs
and events in visual arts, craft, music, performing arts, sports and
recreation, cultural activities and services.



Risk
Management

The function of managing and reducing the risk of loss of LG
properties and equipment and risks to personnel.



Roads

The provision of road construction and maintenance of rural roads
and associated street services to property owners within the LG area.



Sewerage &
Drainage

The function of designing and constructing, maintaining and
managing the liquid waste system, including drainage, sewerage
collection and treatment, stormwater and flood mitigation works.



Traffic &
Transport

The function of planning for transport infrastructure and the efficient
movement and parking of traffic. Encompasses all service/facilities
above the road surface and includes all forms of public transport.



Waste
Management

The function of providing services by the LG to ratepayers for the
removal of solid waste, destruction and waste reduction.



Water Supply

The function of managing the design, construction, maintenance and
management of water supplies, either by the LG or by service
providers.











X

APPENDIX 2
Legislation and Regulations that may be wholly or partly administered by
Local Government, and Local Laws of the Local Government
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Legislation, Regulations and Local Laws
Agriculture and Related Resources Protection Act 1976

Tick if YES, the
LG administers


Animal Welfare Act 2002



Building Act 2011



Building Regulations 2012



Bush Fires Act 1954



Bush Fire Regulations



Caravan Parks and Camping Grounds Act 1995



Caravan Parks and Camping Grounds Regulations 1997



Cat Act 2011



Cemeteries Act 1986



Dangerous Goods Safety Act 2004



Disability Services Act 1993



Dog Act 1976



Dog Regulations 2013



Emergency Management Act 2005



Environmental Protection Act 1986



Environmental Protection (Noise) Regulations 1997



Fire and Emergency Services Act 1998



Fire Brigades Act 1942



Food Act 2008



Food Regulations 2009



Hairdressing Establishment Regulations 1972



Health Act 1911



Health Regulations



Heritage of Western Australia Act 1990



Land Administration Act 1997



Litter Act 1979



Liquor Control Act 1988



Local Government Act 1995



Local Government (Miscellaneous Provisions) Act 1960



Local Government Grants Act 1978



Local Government Regulations



Main Roads Act 1930



Parks and Reserves Act 1895



Planning and Development Act 2005



Radiation Safety Act 1975



Radiation Safety Regulations
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APPENDIX 2
Legislation and Regulations that may be wholly or partly administered by
Local Government, and Local Laws of the Local Government
Legislation, Regulations and Local Laws
Rates and Charges (Rebates and Deferments) Act 1992

Tick if YES, the
LG administers


Rights in Water and Irrigation Act 1914



Residential Design Codes of WA



Road Traffic Act 1974



Strata Titles Act 1985



Telecommunications Act (Commonwealth) 1997



Telecommunications (Low Impact Facilities) Determination 1997



Transfer of Land Act 1893



Valuation of Land Act 1978



Waterways Conservation Act 1976
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APPENDIX 3
Other Legislation and Regulations affecting the functions and operations of the
Local Government
Other Legislation and Regulations

Tick if YES

Building Services (Registration) Act 2011



Conservation and Land Management Act 1984



Contaminated Sites Act 2003



Criminal Code 1913



Electronic Transactions Act 2011



Equal Opportunity Act 1984



Evidence Act 1906



Freedom of Information Act 1992



Freedom of Information Regulations 1993



Industrial Awards



Industrial Relations Acts (State and Federal)



Interpretation Act 1984



Legal Deposit Act 2012



Library Board of Western Australia Act 1951



Limitation Act 1935, 2005



Museum Act 1969



Occupational Safety and Health Act 1984



Occupational Safety & Health Regulations 1996



Parliamentary Commissioner Act 1971



Police Act 1982



Soil and Land Conservation Act 1945



State Records Act 2000



State Records (Consequential Provisions) Act 2000



State Records Commission Principles & Standards



Swan and Canning Rivers Management Act 2006



Workers Compensation and Injury Management Act 1981



Working with Children (Criminal Record Checking Act) 2004
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APPENDIX 4
Government and Industry Standards and Codes of Practice that have been imposed
upon or adopted by the Local Government
Other Legislation and Regulations

Tick if YES

Australian Accounting Standards



Australian Records Management Standard ISO/AS 15489



General Disposal Authority for Local Government Records



National Competition Policy




Other
[Please detail any additional items below]
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INTRODUCTION
The policies and procedures listed in this Information Management Policy and
Procedures Manual detail the methods used within the City of Wanneroo to manage its
records.
All employees/contractors/elected members whether in the Civic Centre or outlying
offices are made aware of these policies and procedures at orientation and the manual is
available on the City’s Intranet for perusal by all staff.
All staff are aware that they are responsible for making and keeping full and accurate
records and saving them to the City’s Electronic Document and Records Management
System (HP Content Manager). The Information Management team use the procedures
outlined to manage all records in all formats.
The Chief Executive Officer of the City of Wanneroo has authorised these policies and
procedures.
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CERTIFICATION
Information and Records Management is vital to the functions of the City of Wanneroo as
it enables the control of one of the most important resources in any organisation –
recorded information.
As employees and contractors we need to ensure that we create complete and accurate
records to meet accountability, legislative and organisational requirements. We need to
follow the approved policies and procedures to ensure that the information we create and
receive can be effectively and efficiently retrieved and used to assist the City in
performance of its business processes.
Therefore it is essential that all staff read, understand and follow the policies and
procedures listed in this manual.

Signature ___________________

Chief Executive Officer

Date__________
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Information Management - Corporate Strategy and Performance Directorate
RECORDKEEPING RESPONSIBILTIES
CHIEF EXECUTIVE OFFICER

DIRECTORS & MANAGERS

Ensures all staff comply with the State Records Act 2000

Ensures evidence of business activity is Created
Captured & Maintained.

Ensures that adequate resources are available to ensure
compliance with the State Records Act 2000.

Ensure their staff complies with records management
policies and procedures.

Ensures all staff complete the mandatory online Records
Awareness Training.

INDIVIDUAL EMPLOYEES

INFORMATION MANAGEMENT STAFF

As record creators, individuals are responsible for making and
keeping full and accurate records and saving them to the City’s
Electronic Document and Records Management System
(EDRMS) HP Content Manager 9 AND

Ensure legislative compliance.

Successfully completing Records Management Awareness
Training available online.

They disseminate information throughout the
organisation.

They manage the EDRMS, active and inactive
records.

They administer the Freedom of Information Act
(FOI).
IT STAFF and Business Systems - Are responsible for maintaining the EDRMS.

FREEDOM OF INFORMATION
This Act allows people to obtain information owned by the City. All information the City keeps is accessible
by the public and the community.




Includes documents, emails, meeting notes, images, printouts, tape recordings, databases etc.
Employees have a legal responsibility to keep their records in an organised way and accessible from a
corporate database (HP CM9), to comply with the FOI Act 1992.
All other methods of getting documents should be exhausted before attempting to get them under FOI.

LOCATION OF IM
st

Information Management is located on the 1 Floor of the Civic Centre Extension.

WHO ARE INFORMATION MANAGEMENT?
Information Management is part of the Corporate Strategy & Performance Directorate. The Information
Management Team manage all records at the City of Wanneroo in all formats, electronic and hard copy,
drawings plans etc. They currently use the HP CM9 system for this purpose. They do this to ensure that the
City complies with all administrative, legal, fiscal and archival requirements. This is achieved by the
development of policies, procedures and guidelines to teach staff how to manage, access and dispose of
records across the records life cycle.

The result is improved:
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Accessibility to information across the organisation,
Legislative and accountability standards.
Education - all staff can use the EDRMS and have access to additional training according to their
needs, we ensure that staff are trained in Records Management and the EDRMS System.
WHO WORKS IN IM

HP CONTENT MANAGER TRAINING

Coordinator
Chandra Sharma - x 5403

Over and above the allotted training sessions
Information Management provide One-to-One HP
CM9 training sessions (Introduction and
Refresher). These sessions run for approx 1 hour
and are located at your workstation.

Archivist
Anna Szot-Talikowska - x 5528
Senior Information Officer
Sheila Theophilus x5596
Information Management Officers
Faith Sapi - x 5527
Irene Hicks – x 5526
Holly Smith - x 5404
Michael Babbage – x 5539
Denise Greenwood– x 5642

Email:
Information Management Helpdesk

Business Unit bookings can also be arranged. If
you wish to take up this training, please contact
the Coordinator Information Management
X5403 to arrange an appropriate time for training.
On-line training is also available contact the
Coordinator Information Management – X5403
AD HOC HP CONTENT MANAGER Q&A
SESSIONS
Information Management carries out HP Content
Manager Q&A sessions at least twice a year or as
required. This is an open session and any staff
member can turn up.

WHY DO WE KEEP RECORDS
Records are needed to be kept to meet
accountability and legislative requirements
because they:

Contain evidence of Business Activity

Are an information resource that supports
decision making

Provide an Audit Trail
Records should be full and accurate
documents to enable:

Action by colleagues and successors

Proper scrutiny of Business Activity by
auditors, State Records Office and the CCC
etc.

Compliance with the City’s financial, legal and
other rights and expectations

WHAT IS A RECORD?

FAILURE TO COMPLY

“Record” means any record of information
however recorded and includes –
a) Anything on which there is writing or Braille;
b) A map, plan, diagram or graph;
c) A drawing, pictorial or graphic work, or
photograph;
d) Anything on which there are figures, marks,
perforations, or symbols, having a meaning
for persons qualified to interpret them;
e) Anything from which images, sounds or
writings can be reproduced with or without the
aid of anything else;

Failure to keep true and accurate records can
result in;

Penalties – Organisational and Employee
- $10,000 under the State Records Act
2000.

Poor Decision Making.

Litigation problems resulting from
inadequate documentation.

Problems with the;
o State Records Commission
o State Records Office
o Crime and Corruption Commission

f)




Anything on which information has been
stored or recorded, mechanically,
magnetically, or electronically;
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Records Management Policy

Policy Owner:
Contact Person:
Distribution:
Date of Approval:

Information Management
Coordinator Information Management
All City employees, contractors and Elected Members
Date of Approval

Policy Statement
The purpose of this policy is to outline responsibilities and obligations of all individuals in
respect of the City of Wanneroo (the City) records. It will provide the framework for the
creation and management of the City’s active and in-active records in all formats to
comply with all the requirements of the State Records Act 2000 and other applicable
legislation. This will ensure that all the administrative, legal, evidential, cultural and
operational needs of the City are met.
Objectives
The objectives of this policy are:







Ensure compliance with the State Records Act 2000 (WA);
To ensure the creation and maintenance of records with appropriate evidential
characteristics within City of Wanneroo by establishing a framework and
accountabilities for records management;
To ensure the City’s records management plan meets operational business
needs, accountability requirements, fiscal and economic requirements and
community expectations;
To ensure the preservation of the City’s corporate memory through appropriate
record keeping practices;
To drive efficiencies through implementing best practice, including using
electronic media, with a strategy aimed at promoting electronic recordkeeping;
To ensure recordkeeping practices support open and transparent government
objectives for access to and release of, information.

Policy Details

The City is committed to meeting its responsibilities under the State Records Act 2000,
and to implementing best practice in its information management practices and
procedures. The State Records Act requires public officers to ‘make and keep full and
accurate records’ of their business activities.
Records are a corporate asset, forming the corporate memory. They support
accountability of the organisation by providing evidence of actions and decisions, and
are a vital asset providing support of our daily functions and operations. They support
decision-making, policy formulation and protect the interests of the City.
City of Wanneroo – Recordkeeping Plan 2018
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All elected members, employees and contractors and or volunteers will create full and
accurate records, reflecting the City's business decisions and transactions to meet all
legislative, business, administrative, fiscal, evidential and historical requirements and will
register or get them registered into the Electronic Document and Records Management
System (EDRMS).

All records created and received in the course of the City's business are to be captured
at the point of creation, regardless of format, with required metadata, into appropriate
recordkeeping and business systems. The digitised record will become the City's original
record. Both the digitised and paper record will be managed in accordance with sound
recordkeeping principles. Records must be titled in a way that is easily retrievable and in
line with the City’s document naming and titling convention.

All records are to be categorised as to their level of sensitivity and adequately secured
and protected from security violation either in hardcopy or in electronic format,
unauthorised access or destruction, and kept in accordance with necessary retrieval,
preservation and storage requirements.

Access to the City's records will be in accordance with designated access and security
classifications.
The general public can access the City's records in accordance with the Freedom of
Information Act 1992, the City's policy and other relevant legislation.
Access to the City’s records by elected members will be via the Chief Executive Officer
or his delegate in accordance with the Local Government Act 1995.

All hardcopy records that are digitised must be in accordance with the General Disposal
Authority for Source Records (RD 2016002) available in HP Content Manager (HP CM9).

City’s records are classified using the ‘Keywords for Councils’ classification system
commonly called the City’s Business Classification Scheme (BCS). This has been
modified slightly and is linked to the requirements of General Disposal Authority for
Local Government (GDALG) prepared by the State Records Office. GDALG
determines the need for archiving, retention and disposal of all records.
The City’s Archivist initiates the destruction of records with appropriate approvals.
Destruction of records occurs in accordance with the provisions of GDALG.
Records that are no longer currently used, but because of their legal, evidential or
informational value have been selected for permanent retention, are to be archived. The
archiving process for records should be organised in consultation with the City’s
Archivist.
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Roles and Responsibilities

The Chief Executive Officer is to ensure there is a system for the maintenance and
management of records that is compliant with records management legislation and State
guidelines and procedures. This includes the provisions of Section 5.41(h) of the Local
Government Act 1995.
4.2

Elected Members

All elected members are to create, collect and retain records relating to their role as an
Elected Member for the City of Wanneroo as specified by the legislation and the City’s
Records Management Policy and Procedures.
4.3

Directors

Directors must ensure that all employees are familiar with and adhere to the records
management policy, the Recordkeeping Plan and all associated procedures as required
from time to time.
4.4

Managers and Coordinators

Managers are responsible for their employees complying with the City’s records
management policy and procedures. They will ensure their employees receive training
on records management and use of the City’s EDRMS.
4.5

All Employees

Under the State Records Act 2000, all employees are required to ‘make and keep full and
accurate records’ of their business activities. All employees are accountable to their
supervisors for compliance with this policy, and with related internal policies, procedures
and guidelines. All employees have a responsibility to ensure confidentiality of any City
records that they come across and that information should be disseminated in
accordance with their roles and responsibilities
4.6

Information Management

The Coordinator Information Management leads the Information Management Unit, and
is responsible for the management of City records (paper and electronic), all archiving
(with assistance from the City’s Archivist) services, and access to information requests. The
Information Management Unit will assist and support all City employees in meeting their
recordkeeping responsibilities.
Information Management employees are to work within the parameters of the City of
Wanneroo’s Recordkeeping Plan, Records Management policy and procedures to ensure
that a professional information management system and processes is maintained to
meet legislative and confidential requirements as they apply.
Evaluation and Review Provisions
The following evaluation and review provisions apply:



The City carries out internal audit of records management every three years;
Recommendations coming out of the Audit is implemented within a set timeframe;
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Legislative changes to the State Records Act and on the General Disposal
Authority for Local Governments (GDALG) are monitored and Policy and GDALG
changes to records are implemented in HP Content Manager 9;
The Policy will be reviewed in January 2021

Definitions
DEFINITIONS: Any definitions listed in the following table apply to this document
only.
Records
means any record of information however recorded and
includes (a) anything on which there is writing or Braille;
(b) a map, plan, diagram or graph;
(c) a drawing, pictorial or graphic work, or photograph;
(d) anything on which there are figures, marks,
perforations, or symbols, having a meaning for persons
qualified to interpret them;
(e) anything from which images, sounds or writings can
be reproduced with or without the aid of anything else;
and
(f) anything on which information has been stored or
recorded, either mechanically, magnetically, or
electronically;
Appraisal

process of determining which records are to be retained
as archives and which will be destroyed.

Digitisation

Converting paper and other media in existing collections
to digital form.
Electronic Document and Records Management –
currently HP Content Manager

EDRMS

Relevant Policies/Management Procedures/Documents or Delegations




Recordkeeping Plan 2018 (17/301000)
Archives Management Procedure 2018
Electronic Document and Naming Conventions Management Procedure
(17/22558)

Responsibility for Implementation
Coordinator Information Management
REVISION HISTORY
Version
2

Next Review
January 2021
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Policy Manual
Management of Elected Members Records

Policy Owner:
Contact Person:
Approval Date:

Director Corporate Strategy & Performance
Coordinator Information management
March 2015

OBJECTIVES
The objectives of this Management of Elected Members Records Policy (Policy) are to:
(a)

Provide records keeping principles that identify and protect local government
records of continuing value.

(b)

Provide guidance on the disposal of local government records, particularly those
that have no continuing value.

(c)

Define strategies that will support and document accountability and responsibility
throughout local government.

(d)

Show Elected Members how to establish an audit trail tracing the justifications and
authorisations for certain courses of action.

STATEMENT
Accurately created and maintained records are important and necessary because they
serve as a history of the transactions and business processes of local government. Such
records are a fundamental tool for providing evidence of local government accountability
and responsibility. It is for these reasons that legislation exists to ensure records are
properly maintained and preserved for future generations.
Some records created and received by Elected Members have continuing value to the
City and should be incorporated into the City's records keeping system conversely.
Some of the records of Elected Members have no continuing value to Council, need not
be incorporated into the Council’s Record keeping system and may be destroyed when
reference to them ceases.
DEFINITIONS
Administration means the functional and operational departments of the City of
Wanneroo.
City means Administration and Council.
Council means the Council of the City of Wanneroo (the elected body).
Elected Member means a person elected under the Local Government Act 1995 as a
member of the Council and includes the mayor or president.
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GDALG means the General Disposal Authority for Local Government Records.
Local Government Organisation Employee means:
a)
b)
c)

a person who, whether or not an employee, alone or with others governs, controls
or manages a local government organisation;
a person who, under the Public Sector Management Act 1994, is a public service
officer of a local government organisation; or
a person who is engaged by a local government organisation, whether under a
contract for services or otherwise;

and includes, in the case of a local government organisation referred to in the Public
Sector Management Act 1994 Schedule 1 items 5 or 6, a ministerial officer assisting the
organisation).
Local Government Records means a record created or received by or for a local
government organisation or a Local Government Organisation Employee or contractor in
the course of the work for the organisation.
Records means any record of information however recorded and includes but is not
limited to::
a)
b)
c)
d)
e)
f)

anything on which there is writing or Braille;
a map, plan, diagram or graph,
a drawing, pictorial or graphic work, or photograph;
any thing on which there are figures, marks, perforations, symbols, having a
meaning for persons qualified to interpret them;
anything for which images, sounds or writings can be reproduced with or without
the aid of anything else; and
any thing on which information has been stored or recorded either mechanically,
magnetically or electronically.

GUIDELINES
1.

Local Government Records of Continuing Value

Local government records of continuing value are records created or received that
contain information:


that is of administrative value to the City. These records may be referred to for many
administrative purposes, including the need to:
o
o
o
o

check an interpretation of Council policy or the rationale behind it;
check the facts on a particular case or provide information to management;
monitor progress and coordination of responses to issues;
document formal communications and/or transactions (e.g. a minute, report or
submissions) between Elected Members and another party; and
o document Elected Members’ decisions, directives, reasons and actions.


that is of legal value to the City on the basis that there are statutory requirements or
court orders that stipulate the retention of records, which must be observed.



of fiscal value to the City that includes original records documenting the receipt,
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expenditure and control of public money that must be left for a period of time, and
will facilitate transparent accountability by the officers responsible.


of evidential value to the City such as those that contain information about the
legal rights and obligations of the local government including Elected Members,
ratepayers, organisations and the general community.



of historical value to the City and to the State.

2.

Local Government Records of No Continuing Value
Local Government records of no continuing value are records that:

3.



are considered ephemeral (short lived) in that they do not have the attributes
stated above and only need to be kept for a limited or short period of time, for
example, a few hours or a few days.



have only a facilitative or routine instructional value and are used to further
some minor activity.

Types of Records created and received by Elected Members
The following descriptions and guidelines relate to records created in any format
(e.g. paper, word-processed document, email) or received by any method (e.g.
post, fax, email, hand-delivered).
3.1

Appointment Books, Calendars and Diaries
3.1.1

Diaries, appointment books and desk calendars are generally used
to record appointments. They may also be used to record
messages and notes, some of which may only be a note of a
routine nature, and some of which may be of significance to the
conduct of business.
It is strongly recommended that Elected Members maintain
separate diaries or appointment books for personal and official use.

3.1.2 Elected Members’ diaries or appointment books which have been
used to:



record basic information such as dates and times of meetings
and other appointments; or
record notes and messages, which have been recorded
elsewhere and incorporated into the City’s record keeping
system,

have no continuing value and may be destroyed when reference to
them ceases (GDALG ref: 38.3).
Elected Members’ diaries and appointment books, which have
been used to record notes and messages of significance to Council
business and are not recorded elsewhere; have continuing value
and are to be forwarded to Administration for incorporation into the
City’s record keeping system (GDALG ref: 38.1).
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3.2

Drafts
3.2.1

A draft record is the preliminary form of any writing in electronic or
paper formats. Draft records include outlines of addresses,
speeches, reports, correspondence, file notes, preparatory notes,
calculations and earlier versions of the draft. Drafts may or may not
be circulated to other Elected Members or Administration for
comment or revision.

3.2.2

Draft documents which are:


addresses, speeches, reports, correspondence, file notes that
are not circulated to other Elected Members or staff of the
Council, and of which the final version has been produced and
forwarded for incorporation into the City record keeping system;
and



circulated to other Elected Members or staff of the City, where
only editorial or typographical changes have occurred, and of
which a final version has been produced and forwarded for
incorporation into the City’s record keeping system,

have no continuing value and may be destroyed when reference to
them ceases.
Drafts which document significant decisions, reasons and actions or
contain significant information that is not contained in the final form
of the records have continuing value and are to be forwarded to
Administration for incorporation into the City’s record keeping
system. Examples of such documents may include drafts:




3.3

which contain significant or substantial changes or annotations.
relating to the formulation of legislation, legislative proposals
and amendments;
relating to the formulation of policy and procedures, where the
draft provides evidence of the processes involved or contains
significantly more information than the final version; and
of legal documents (contracts, tenders etc).

Duplicates
3.3.1

Duplicates are exact reproductions or copies of records where the
original or authorised copy of the record is captured in the City’s
record keeping system.
For duplicates of records issued to an Elected Member for
comment or revision, see DRAFTS.

3.3.2


Duplicates of:
records issued to an Elected Member by the City for information or
reference purposes only and where the original or authorised copy
is captured in the City’s record keeping system: and
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internal or external publications issues or received for information
or reference purposes (e.g. annual reports, brochures, trade
journals, price lists),

have no continuing value and may be destroyed when reference to
them ceases (GDALG ref 1.1). Duplicates should be placed in the
confidential destruction bins in the Council reading room when they
are no longer needed.
Duplicates of records received by the elected member and sourced
from outside the City that are relevant to furthering the business
activity of the Council have continuing value and are to be forwarded
to Administration for incorporation into the City’s record keeping
system.
3.4

Facilitating Instructions see Messages

3.5.

Messages
3.5.1

Messages and other facilitating instructions may be sent or
received via a range of methods, such as telephone and voicemail,
email, post-it or sticky notes, facsimile, pieces of paper,
transmission reports.
Messages and facilitating instructions may be sent or received on
a variety of matters. Some messages or facilitating instructions will
have continuing value, as they are considered significant to the
conduct of Council or Administration business. Others, such as
those very routine in nature will only have a short-term value.

3.5.2

Messages that:




are routine facilitative instructions, such as edit corrections,
distribution lists for information purposes, simple administrative
instructions and social invitations and messages;
original messages that have been transferred or transcribed
into appropriate formats for incorporation into the City’s record
keeping system; and
do not relate to the business functions of the Council or
Administration,

have no continuing value and may be destroyed when reference to them
ceases. (GDALG ref 1.5 or 1.7).
Messages or facilitating instructions that:




contain information relating to the business functions of the Council
such as directives, proposals, recommendations, definitions or
interpretations from the Elected Member to another party or vice
versa; and
are part of an actual business transaction itself, or have
policy/procedure implications, or otherwise identified as being
significant to the conduct of Council business,
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have continuing value and are to be forwarded to Administration for
incorporation into the City’s record keeping system.
3.6

Working Papers/Records
3.6.1

Working papers I records are papers; background notes and
reference material that are used to prepare or complete other
documents. These documents become the official record and
should be forwarded for capture into the City’s record keeping
system.

3.6.2

Working papers / records that are primarily facilitative and do not
relate to:




significant decisions, reasons or actions; and
do not contain significant information; and
where the final document has been forwarded for capture
into the City’s record keeping system;

have no continuing value and may be destroyed when reference to
them ceases. (GDALG ref: 1.9)
Working papers / records which document significant decisions,
reasons and actions OR contain significant information (even if that
information is not contained in the final form of the document) have
continuing value and are to be forwarded to Administration for
incorporation into the City’s record keeping system. (GOALO ref:
1.9)
3.7

Correspondence
3.7.1 This section deals with local government records not covered
under the previous headings and relates to correspondence or
“mail” received and sent by Elected Members.
It covers correspondence received or sent by Elected Members in
any format (e.g. by post, fax, email, courier, hand-delivered)
whether received or sent at the Council offices or at an Elected
Member’s private residence I post box.
In the case of email, Elected Members should forward or copy
correspondence to inform@wanneroo.wa.gov.au for incorporation
into Council’s record keeping system.
3.7.2 Correspondence addressed to Elected Members at the City of
Wanneroo, including that marked Private, Confidential, Personal,
himself/herself, etc, should be opened by designated officers, and if
of continuing value, incorporated into the City’s record keeping
system, before forwarding to the Elected Member.
Correspondence addressed to Elected Members at their private
address/post box that is a local government record and is of
continuing value, should be forwarded to Administration to
incorporate into Council’s record keeping system along with any
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response which the elected member may have made.
Correspondence of no continuing value need not be incorporated
into the City’s record keeping system and may be destroyed when
reference to it ceases.

RELEVANT POLICIES/MANAGEMENT PROCEDURES/DOCUMENTS
Information Sheet from the State Records Office of Western Australia (Which Records to
Capture — Attached)
RESPONSIBILITY FOR IMPLEMENTATION
Director Corporate Strategy and Performance
Versions
25 February 2003 - CE05-02/03
25 February 2004 - GS04-04/05
4 May 2010 – CS05-05/10

Next Review

Record No

March 2012

19 October 2010 – CS04-10/10

March 2012

25 September 2012

September 2014

March 2015 – CS07-04/15 – adopted at
Ordinary Council Meeting on 28/4/2015

March 2017

HP CM9:
10/1248
HP CM9:
10/52361
HP CM9:
10/52361
HP Cm9:
10/52361
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Section 2
Management Procedures

City of Wanneroo – Recordkeeping Plan 2018
17/301000

Page 51 of 193

City of Wanneroo Recordkeeping Plan 2018

Electronic Document Naming
Conventions Management
Procedure
Procedure Owner:
Distribution:
Date approved:

1.

Policy Supported



2.

Information Management
All Employees

Recordkeeping Plan
Recordkeeping Policy

Related Documents and Forms
10/23 (v2) – List of approved acronyms and abbreviations

3.

Purpose
This management procedure outlines the way that employees at the City of
Wanneroo (the City) will title or name their documents in an effort to maintain
standards and make information more retrievable and meaningful.
Language control is a requirement under Principle 3 of the Recordkeeping Plan,
which is a requirement under the State Records Act 2000.
One of the major reasons for proper naming of a document is to ensure that
anyone is able to retrieve a document subject to appropriate security covenant. It
will also enable easier retrieval for legislative, fiscal, auditing, investigations and
historical purposes.

4.

Definitions (only insert if necessary)
N/A

5.

Procedure
Language control is a requirement under Principle 3 of the Recordkeeping Plan,
which is a requirement under the State Records Act 2000
Guideline
This chart outlines the correct and incorrect way of titling documents.
Topic
Subject

Do
Do - Be concise and specific

Don’t
Don’t - Write a story – Keep it
simple

Do - Use key words or phrases
Don’t -Use Stop words such as
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Topic

Do

Don’t

Do - Accurately describe the
document.

If, But, So, or Repeat yourself

Do - Include any Identification
numbers (Building licence numbers)

Note: There is no need to be
grammatically correct – just
understandable.

Do - Use Sentence Case (First letter
capitalised all others in lower case)
Formats

Date – DDMMYYYY
Names – Use natural language first
name and then last name.

Acronym’s or
Abbreviations

Do – Use approved acronyms and
abbreviations. Refer to HP CM 9 #
10/23 (v2)

Punctuation

Do - Use spaces between words

Versions

Do - Use the letter ‘V’ to indicate the
version

Don’t - Use an individual’s title
only if it is relevant
Don’t- Use acronyms or
Abbreviations if it is not in the
approved list Unless the full
name/title has also been
entered.
Don’t -Use punctuation unless it
is a hyphen (Otherwise it could
reduce retrieval hits)

Do - Use the word “Draft” if it is a draft
document
Don’t - Indicate method of
receipt as the HP CM9 already
gives you this ability. Unless
there is a demonstrable need for
this information in the subject
field. (i.e. Fax, Letter, Email)

Receipt Type

Be Consistent

Do - Use your naming conventions
across your drives this will aid
retrieval of information.

Examples

Infringement notice 432568 – Verge
rubbish – Mood Furniture – 23
Dundebar Road

Inf. Notice 432568 for rubbish
put on the verge by Mood
Furniture Pty Ltd of 23
Dundebar Road. Wanneroo

Media Release - Number 9 –
Development Applications - Minister
for Planning 23042007

Received by fax a media
release from the Minister for
Planning regarding development
applications in Western
Australia dated 24th April 2007

Request further information Coral
Consulting Electronic Document
Management System tender

Letter requesting further
information from Coral
Consulting Pty. Ltd. Re: EDMS
system tender.
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6.

Responsibility for Implementation
Information Management

REVISION HISTORY
Version
1
2

Next Review
2017
January 2020
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ARCHIVAL AND OFFSITE
STORAGE MANAGEMENT
PROCEDURE

Procedure Owner:
Contact Person:
Distribution:
Date of Approval:

1.

Policy Supported



2.

Recordkeeping Plan.
Records Management Policy

Related Documents and/or Forms






3.

Information Management
Coordinator Information Management
All Employees

Transfer forms and transfer procedures – Archives Box Contents List –
10/17161
Transfer forms and transfer procedures – Archives Box Template –
12/93226
Transfer task procedures – boxes – 11/125339
Destruction of ephemeral records – 11/133108
Destruction of City of Wanneroo Records – General Staff Information –
18/82703

Purpose
This Management Procedure is to assist employees to meet the City of
Wanneroo’s (the City’s) obligations in relation to Archives, Retention and
Destruction of Documents as specified in the General Disposal Authority for Local
Government (GDALG).

4.

Definitions
NA

5.

Procedure




City records are classified using the ‘Keywords for Councils’ Classification
System – A Thesaurus for Local Government Terms. This is linked to the
requirements of General Disposal Authority for Local Government
(GDALG), which determines the need for archiving or disposal of all
records;
To initiate the destruction of records or to relocate to off-site storage, staff
are required to contact the Archivist;
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6.

Destruction of records occurs in accordance with the provisions of the
GDALG and subject to approval given by the Chief Executive Officer or his
delegate;
Hard copy originals of imaged or microfilmed records are stored for a
minimum of 6 months after the date of capture into digital format for quality
control purposes. After this time, the Coordinator Information Management
and the Archivist will assess whether the hardcopy documents can be
destroyed under the General Disposal Authority for Source Records and in
consultation with relevant Service Units. The Coordinator Information
Management may determine that Records that are no longer currently used,
but because of their evidential or informational value have been selected for
archive or permanent retention, are to be sent to offsite storage and may
override the imaged provision of storage of 6 months. Any records older
than year 2000 have to be kept in hard copy.
Records to be transported to off-site or the State Archives are done in a
secure manner; and;
Archival and offsite storage of records are sent to the City’s offsite storage
provider, stored securely and in line with proper environmental conditions;
Retrieval of documents/files from offsite storage provider is arranged by
Information Management staff;
Annual disposal of temporary records are arranged by the City Archivist with
appropriate approvals;
Records that are to be destroyed are done so in accordance with General
Disposal Authority for Local Government and undertaken by a third party in
presence of the City’s Archivist or as otherwise required by any legislation.

Responsibility for Implementation



Coordinator Information Management
Archivist

REVISION HISTORY
Version
1

Next Review
January 2021
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DIGITISATION OF SOURCE
RECORDS MANAGEMENT
PROCEDURE

Procedure Owner:
Contact Person:
Distribution:
Date of Approval:

1.

Policy Supported



2.

Records Management Plan
Records Management Policy
Related Documents and/or Forms




General Disposal Authority for Source Records – June 2016
State Records Commission SRC Standard 8 – Digital Recordkeeping – June
2016
Digitisation Specification: A Recordkeeping Guide for State Organisations –
June 2016
Digitisation Task Procedure



3.

Information Management
Coordinator Information Management
All Employees

Purpose

The purpose of this Management Procedure is to ensure that the City of Wanneroo (the
City) complies with the General Disposal Authority for Source Records that will enable
the City to legally destroy source records that have been successfully digitised in
accordance with the Digitisation Specification approved by the State Records
Commission.
The City will ensure that digitised information is as authentic, reliable and usable as the
source material from which it is created.
4.

Procedure

4.1

The City of Wanneroo will comply with all digitisation processes outlined in the
General Disposal Authority for Source Records and the State Records Office
Standard 8 on Digitisation Specification (Refer to attachment 1 and 2 in this
document.

4.2

The General Disposal Authority for Source Records gives general authority to
dispose of digitised source records provided a number of conditions on the
conversion process have been met. These conditions are:
a)

A risk assessment has been carried out on the risks an agency incurs in
converting the records;
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5.

b)

A full and accurate copy of the source record has been created
(according to the Digitation Specification);

c)

The digitised record becomes the official record of the business of the
City;

d)

The Source record is captured in City’s Electronic Document and Records
Management System at the time of digitisation;

e)

The converted record is managed in a system that is designed to ensure
access for the full retention period of the record;

f)

Appropriate Quality assurance is in place and in line with best practices
such as AS NZS ISO 13028 Information and documentation –
Implementation Guidelines for digitisation of records and AS NZS ISO
15801:2014 – Electronic Imaging – Information Stored Electronically –
Recommendations for Trustworthiness and Reliability;

g)

The City’s permanent and temporary records are digitised in accordance
with the SRC Standard 8 on digitisation and may be destroyed in
accordance with the General Disposal Authority for Source Records;

h)

The Source Records that are identified as State Archives Records and
were created after 2000 are digitised. The digitised version for State
Archives Record should be kept in the long term storage file format which
is PDF/A or JPEG/2000;

i)

The Source Records that are identified as State Archives Record and
were created prior to 2000 can be digitised but hard copies are not
destroyed;

j)

The source record does not have value as a physical artefact; and

k)

The Source record is disposed of according to the State Records Office
Standard and the General Disposal Authority for Source Records with
appropriate Approval from the City’s CEO or his delegate

Risk Management

Risk Description

Likelihood

Consequence

Inherent
Risk

Controls

Residual
Risk

The authenticity of
the record cannot be
ascertained from the
converted record

Possible

Major – record
cannot be relied
upon in a legal
context as an
authentic record

Significant

Processes and
metadata
standards should
be implemented

Medium

A full and accurate
record may not result
from the digitising
process, e.g. pages
missing

Likely

Minor –
temporary loss
of information rescanning can
be done

Medium

Processes outlined
in Scanning of
Digitisation of
Source Records
Task Procedure

Low
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Risk Description

Likelihood

Consequence

Inherent
Risk

Controls

Residual
Risk

Converted records
may not be used as
the official record of
the business

Likely

Moderate –
source records
may be
annotated
instead of the
converted
records

Significant

Processes outlined
in Management
Plan for the Source
Records.

Medium

Converted records
may be large in file
size causing a slow
response time to
view from the
desktop

Likely

Moderate staff may not
accept digitised
records due to
usage issues

Significant

Software and
hardware may
need to be
upgraded

Medium

Security of converted
records may be
compromised due to
the ease with which
electronic documents
are copied and
disseminated

Likely

Major – breach
of privacy /
confidentiality

High

Security controls
are in place in the
EDRMS

Low

Converted records
may be lost due to
hardware failure or
disaster

Unlikely

Major –
permanent loss
of Council
records

Significant

Backup and restore
are in place

Low

Organisational
resistance to
acceptance of
digitised information
as official record

Likely

Moderate staff may not
accept digitised
records due to
usage issues

High

Education,
promotion &
training. Active
endorsement from
Management

Low

5.

Retention and Destruction of Source Records

The source records are to be kept for an appropriate length of time after digitising for
quality control purposes and in line with the General Disposal Authority for Source
Records. An excerpt from the GDA is as follows:

No

Source Record
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1

Day-to-day, high volume
administrative “transactional”
records.

Retain source records until accuracy
and integrity of the reproduction has
been verified – only then may the source
records be destroyed.

e.g. accounting records such as
purchase orders, invoices,
receipts, etc.
2

All other source records not
included above

Retain source records at least 6 months
to ensure that:


digital reproductions have been
created in accordance with the
Digitization Specification; and



all quality control and assurance
procedures
and
checks
are
successfully completed; and



re-digitisation of the source records
has
been
undertaken
where
needed.

Only then may the source records be
destroyed.
6.

Approval for Destruction

No destruction of Source records should occur unless it has been approved for
destruction by the following:




Archivist
Coordinator Information Management; and
Chief Executive Officer or his delegate

In some cases relevant Managers will be consulted prior to actual destruction.
7.

Responsibility for Implementation

Information Management
REVISION HISTORY
Version
1

Next Review
July 2020
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Email Management Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Policy Supported



2.

Information Management
All Employees

Recordkeeping Plan 2018
Records Management Policy

Related Forms and Documents

Management of Elected Members Records Policy
3.

Purpose

These instructions are a guide for saving all types of emails in Electronic Document and
Records Management System (EDRMS)
4.

Definitions (only insert if necessary)

N/A
5.

Procedure

5.1 Why emails are to be saved
Email documents created or received by Employees in connection with official business
are the property of the City of Wanneroo (the City), not the individual. Emails, which form
part of the business record should be able to be read by anyone who has sufficient
access. They are State Records and subject to the same recordkeeping requirements as
State Records in other formats.
In all cases, the City’s email system is to be used to send, receive and forward all
business related email of the City.
5.2 Business Email Records
A business email contains information created or received by an Employee, via an email
server application, in the course of his/her duties and contains information which is
owned by the City. A business email may have any or all of the following attributes:
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Information, which is of evidential and/or historical value and is not recorded
elsewhere on the public record.
Formal communications and/or a transaction between Employees (for example a
memo, report or submission) or between an Employee and another party.
Documents the rationale behind City policy, decision or directives.

5.3 Ephemeral Email Records
An ephemeral email record may be used to facilitate the City’s business but has no
continuing value to the City and is generally only needed for a few hours or a few days.
For example:

Unsolicited advertising material,

Duplicate copies of circulars/minutes and/or

Internal work related email circulated for information purposes only.
5.4 Personal Email
Relates to a private or personal matter and has no relevance to the business of the City.
For example:

Arrangements for lunch,

Personal/Family arrangements,

Jokes or unsolicited information not related to work responsibilities.
5.5 Combination email
If the email incorporates both personal and work related information, the email is to be
considered a record and must be recorded accordingly.
5.6 String Emails
These are communications between Employees internal/external where the email is sent
back and forth. Save these emails to the EDRMS when the conversation is completed.
5.7 Who is responsible for saving an email?
If the email is from an internal employee then the sender of the email is responsible for
saving the email at the end of the string.
If the email is from an external source then the original recipient of the email is the
person who is responsible for saving the email at the end of the string. By doing this you
will make sure that you capture all original text as part of your response.
5.8

Email Record Titling

The City expects that the email record title you use is appropriate and complies with the
City’s Electronic Document Naming conventions. It is the Employees’ responsibility to
ensure the record has an appropriate title. Information Management carries out quality
assurance on document naming and titling and will be contacting employees who do not
comply.
6.
Responsibility for Implementation
Information Management
REVISION HISTORY
Version
1
2

Next Review
As system changes
July 2020
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Vital Records Management
Procedure

Procedure Owner:
Contact Person:
Distribution:
Date of Approval:

1.

Information Management
Coordinator Information Management
All Employees

Policy Supported



Recordkeeping Plan 2018
Records management Policy

2.

Related Forms and Documents

1

2/64987 – Storage of Vital Records
NA

3.

Purpose
This procedure identifies specific requirements, processes and supporting
documents that the City of Wanneroo (the City) uses to manage vital records.
The vital records program is one element of the City’s emergency management
and disaster preparedness and records management functions is integral to its
preparedness. The City must identify and protect those records that specify how it
will operate in case of an emergency or disaster and those records essential to
the continued operations of the City.

Vital records can include also records of historical, cultural or symbolic
importance
4.

Definitions



Vital records: Records essential to the continued functioning or reconstitution of
an organisation during and after an emergency and also those records essential
to protecting the legal and financial rights of that organisation and of the
individuals directly affected by its activities.


Vital Records Inventory: A list identifying the records designated as vital or
essential and includes other identifying information such as where the records are

City of Wanneroo – Recordkeeping Plan 2018
17/301000

Page 63 of 193

City of Wanneroo Recordkeeping Plan 2018
located, who is responsible for them, when they are updated, and similar
information.


EDRMS: Electronic Document and Records Management System

5.

Procedure

5.1 Vital Records Awareness – All Employees
All employees should be aware of the existence of Vital Records and what constitutes
Vital Records. Such records must be protected in line with the City’s Recordkeeping
Plan 2018,
Records Management Policy and this Management Procedure.

5.2 Information Management
Information Management will carry out the following steps for maintaining a vital records
program:





5.3

Identify vital records and prepare a vital records inventory;
Develop and implement a plan for protecting the vital records;
Update the inventory at least annually;
Update vital records, as needed and as required;
Certify the inventory and send the certification through to Director Corporate
Strategy and Performance.
Current List of City of Wanneroo Vital Records

5.3.1

General






5.3.2

Council Minutes, Agendas and attached documentation
Set of COW policies and procedures (current and non-current)
Elected Members’ Code of Conduct (current and non-current)
Internal Committee Records
Photographic history of the Council events and Councillors
Legal

 Legal procedures/ significant cases
 Contracts and Agreements including Contracts of sale and buy of land
between the City and other party Caveats
 Easements
 Property Management orders
 CCC investigations in City business
5.3.3

Planning



Town Planning Scheme and Amendments
Zoning Plans
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5.3.4







Registers
Assets Register (buildings, facilities, land, art)
Heritage Places - Municipal Inventory Register / Significant Trees Register
Licences/Permits – registers
Investment register
Leases – register
Rate registers (Authority)

5.3.5

Historical



Heritage Places - buildings / sites / structures and Restoration and
conservation Records.
Microfiche records that contains Vital files and documents


5.3.6

Controlling/Informative






5.4

Corporate planning documentation (major plans, events and initiatives)
Major City Projects – (Design and Construction – Buildings (incl. Civic
Centre), Roads, Conservation Projects
Subdivision applications register and decisions (part of Authority and
Proclaim)
Building Applications register ( part of Authority and
Proclaim)
Development applications register (part of Authority and
Proclaim)

HP CM9 system containing metadata about all records
(Vault, Powerdocs, HP CM9 Production)
Authority (property and staff and taxation related information;
Proclaim
GIS (Property related and Zoning)
Archives Indexes (finding aids for hard copy records not covered by IM
EDRMS)

Storage of Vital Records
 Vital Records of Permanent or Archival Value should be stored according
to the Procedure 12/64987 – Storage of Archival records

6.0



Vital records of temporary Value should be stored according to the to the
Procedure 12/64987 – Storage of Archival records but excluding the
requirement of storing them on Acid Free Paper;



5.2.3 Vital Electronic Files - should be identified in EDRMS by additional
word “Vital” in Business Classification System (BCS)

Responsibility for Implementation
Information Management
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REVISION HISTORY
Version
1

Next Review
July 2020

Record No:

Suspicious Mail Handling Management
Procedure

Procedure Owner:
Contact Person:
Distribution:
Date of Approval:

1.

Information Management
Chandra Sharma
All Employees
00/00/0000

Policy Supported

Occupational Safety and Health Policy
2.

Related Documents and/or Forms








Risk Assessment – Suspicious Mail Safety/Security – 14/208102
Suspicious Mail Risk Log - 14/173812
Suspicious Mail Task Procedure (IM Mail Room only) - 14/208119
City Suspicious Letter or Package Advisory Poster - 14/279680
Employee Emergency Evacuation Procedure – 14/106052
Internal Emergency Response Action Plan - 13/159118

3.

Scope

This procedure is applicable to all employees, in all workplaces within the City where mail
or packages are received and or handled as part of their normal workplace duty or
activity.
4.

Purpose

To provide all City employees with a procedure defining the actions that need to be taken
should they encounter a suspected "Suspicious Mail" item, and to impart the basic steps
necessary too; identify, handle and isolate suspected mail items to reduce the risk
exposure in the workplace.
5.

Definitions

OSH
Workplace

the City
Leader
City of Wanneroo – Recordkeeping Plan 2018
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Occupational Safety and Health
Means a place, whether or not in an aircraft,
ship, vehicle, building, or other structure,
where an employee of the City works or
carries out a function for the City.
refers to: The City of Wanneroo
A person at the level of Co-ordinator,
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Operational Leader
Team Member
Personal mail

Suspicious Mail

Internal Emergency Response Controller
(Internal Controller)
Category Two (2) Incident

6.

Overview

6.1

Risk

Business Manager, or Manager
A person that supervises one or more Team
Members
A person who is on a team in a non-leadership
capacity (i.e. permanent team, working group)
Mail received by the City for non-work related
purposes
Items of mail and or packages that have one
or more possible suspect identifiers present;
see Suspicious letter or package Advisory
(attached)
assumes control in dealing with all internal
emergency response actions
Incidents where there is a specific threat to a
team member/s of the City

The City accepts that there is a low risk of "malicious mail" entering the City. Although it
is unlikely that team members would be exposed, knowing what to do through the
application of simple but effective process will reduce and mitigate the likelihood of
exposure in the workplace.
6.2

What Constitutes "Suspicious Mail"?

Suspicious Mail; is physical mail thought to contain a substance or item that has the
potential to harm an individual team member, group of people, or the corporate
operations of the City. The mail item could be sent from a known or unknown sender and
received by a team member of the City.
6.3

Examples of Suspicious Mail

Mail items received by team members could contain substances or suspect items not
limited to the following examples;










A bomb or explosive device e.g. letter bombs
Chemical and biological agents
Pins and needles, Sharps items
Bodily fluids including blood
Radiological hazards
Noxious materials
Written threats via mail, email
Verbal threats via phone or face to face
Social Media (although ICT media can cause harm and should be reported)

6.4

Threat Entry Points

Presently suspicious mail could possibly enter the City's mail system via several
uncontrolled points and may constitute a threat to a team member, unless a healthy
suspicion is present and vigilance is applied by all City employees regarding all mail. Mail
entering the City will come to you via sources not limited to the following controlled and
uncontrolled sources;
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Australia Post
Courier Deliveries
City's Mail room
Customer Service Desk
Unsolicited (City mail)
Unsolicited (personal mail)
Handed to City employee for deliver to a specific person
Mail arriving from other sources and delivered to individual people

7

Identification of Suspicious Mail

7.1

Whilst there is no one thing that suggests mail is suspect in nature; contents, or
appearance there are universally recognised indicators that may lead the team
member to suspect mail items.

7.2

The primary protection against mail suspected of being hazardous is recognising it
before it is opened. Suspect markers listed below are not limited to the following;

















Is the mail or package expected?
Lacks address of sender
Restrictive markings i.e. “confidential”
Stiff or rigid envelope
Envelope inside an envelope requesting postage to a third party
Excessive postage (to make sure the item gets to the desired
person/organisation)
Proper names and titles incorrectly spelt
Visual distractions
Excessive securing material (excessive use of sealing tape, string, other
binders)
Excessive weight
Protruding wires or tin foil
Lopsided or unevenly weighted
Oily stains and discolouration on envelop or wrapping
Address handwritten or poorly typed
Common words misspelled
Either unusual or foreign origin

Ref: International Standard HB 328-2009 identifies characteristics of hazardous
mail.
8

What to do with Suspicious Mail

8.1

Many organisations are completely unaware of suspicious mail being a threat to the
organisation or its personnel. One of the reasons for this is that only a small
number of mail items would be considered suspect or suspicious. This means
unless you are actually looking for these items they will go un-noticed in most
cases.

8.2

Suspicious mail addressed to the City (work related)
Should a team member of the City come into contact with suspected mail the
following six (6) action must be taken to isolate and control the potential hazard;
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1.
2.
3.
4.
5.
6.

Place the suspect item in a clear plastic bag and seal it (bags available from
IM Section)
Re-bag the suspect item in a second clear plastic bag
Prevent others from entering immediate area of threat (reduce contamination
spread)
Stay in immediate area where the mail was handled (do not move from area)
Contact your Leader and await further instruction
Contact Internal Emergency Controller on 0427-629-509

N.B: Mail handling and isolation within the IM Area will be dealt with by specific
Task Procedure.

8.3

Personal mail delivery to City
Personal mail should not be accepted via any of the City's mail entry points,
this action can affect the City's protective security framework, and raises the
suspect mail profiling by;






8.4

Raising the spectre of suspicious mail
City not able to confirm sender credential
Diverts Information Management (IM) resources
No Privacy will be afforded (Private mail)
Breaches City Code of Conduct commitment

Envelope inside an envelope
The City opens all incoming mail addressed to the City. Any envelope received
inside an envelope will be treated as a suspicious mail. The City will not post it out
to a third party if the contents of an envelope is unknown. The mail will be opened,
contents checked and forwarded to the relevant Service Unit for processing.

9

Reporting of Suspicious Mail

9.1

In the event that suspicious mail is detected, isolated and controlled the incident
must be reported as an Incident in the City's reporting program (myosh) as soon
possible after the event.

9.2

Further to this reporting the suspicious mail item should be logged in the IM
Suspicious Mail log found in; Suspicious Mail Risk Log – HP CM9 No 14/173812

10

Responsibilities

10.1 Leaders
Leaders will be responsible for; administration of this procedure, annual budgeting, and
costs incurred regarding this procedure and making sure that the occupational risk; is
as low as is reasonably practicable regarding all their team members.
10.2 Operational Leaders
Operational Leaders will assist and or facilitate wherever possible the actions detailed in
this procedure, and the Internal Emergency Response Plan, as well as ensuring that all
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team members are aware of the requirements of the suspicious mail procedure in the
workplace.
10.3 Employees
a)
b)

c)
d)

Must ensure they follow this procedure
Report the suspect mail or packages to their Leader and or Operational Leader
Use all PPE or equipment supplied to isolate the suspected mail or package
Report the incident in the City's reporting program as soon as possible after the
event

10.4 Internal Emergency Response Controller (Internal controller)
The role of the Internal Emergency Response Controller and responsibilities are
documented in the City's Internal Emergency Response Action Plan (HP CM9:
13/159118).
The Internal Emergency Response Plan deals with Suspicious Mail as a Category Two
(2) Incident;

10.5

Category 2 Incident: incidents where there is a specific threat to a team member/s.
Occupational Safety and Health Team

Will ensure this procedure meets all; Legislative, Australian Standards, and corporate
requirements and will vary these parameters for the City to suit changing corporate or
OSH needs.
11.

Responsibility for Implementation

Coordinator Information Management

REVISION HISTORY
Version

Next Review

Record No:

1
V2

25/11/2012
December 2020

11/133079
14/273394
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Storage and Disposal of Records
on Network Drives –
Management Procedure
Procedure Owner:
Contact Person:
Distribution:
Date of Approval:

1.

Information Management
Coordinator Information Management
All Employees

Policy Supported




2.

Recordkeeping Plan 2018
Records Management Policy
Archives and Offsite Storage Management Procedure
Related Documents and/or Forms
12/62283 – Inactive Records Disposal Signoff
12/62281 – Inactive Records Disposal Signoff by CEO or his Delegate

3.

Purpose
The City of Wanneroo (the City) does not support storage of records on the
City’s network drives unless a particular type of record cannot be saved into the
EDRMS. The storage and disposal of the City’s records on the Network Drives
must comply with the Recordkeeping Plan, Records Management Policy and the
Archives and Offsite Storage Management Procedure and compliance with the
General Disposal Authority for Local Governments (GDALG).

4.

Definitions


5.

EDRMS means Electronic Document and Records management System
Procedure
Records Disposal – Network Drives





All Records from Network Drives should be appraised. The City’s Archivist is to
be consulted on applying the GDALG;
Obvious ephemeral records (those that are not related to the City business)
should be destroyed on the spot. The City’s Archivist must be consulted prior to
any deletion of Records from the Network Drive;
Temporary records that are out of their retention period, should be moved to the
folder named with the current destruction date, the folder content should be
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6.

described in form 12/62283 and destruction signed off by the Business Unit
Manager and additionally by the CEO or his delegate in form - 12/62281 and then
those records should be destroyed in consultation with the City’s Archivist and the
Information Technology Service Unit;
All records that are within their retention period should be registered in EDRMS
files and destroyed the same way as other electronic EDRMS Records.
Each Business Unit are responsible for the transfer of Network Drive Records into
the City’s EDRMS
Information Management will create relevant containers in EDRMS if and when
required to assist the transfer of records from Network Drive to EDRMS
Responsibility for Implementation



Information Management

REVISION HISTORY
Version
1

Next Review
July 2020
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Recordkeeping of Use of Social
Media - Management Procedure

Procedure Owner:
Contact Person:
Distribution:
Date of Approval:

1.

Information Management
Coordinator Information Management
All Employees

Policy Supported

Recordkeeping Plan 2018
Records Management Policy.
2.

Related Documents and/or Forms
NA

3.

Purpose
To establish a framework for properly maintaining social media records related to
official City business. Social media posts are State Records and as such should
be captured into our Electronic Document and Records Management System
(EDRMS). These records created or received by City of Wanneroo (the City)
employees in the course of their duties are evidence of City business

4.

Definitions
NA

5.

Procedure


5.1

Social media records created or received by staff in the course of their duties are
State records. City employees must maintain accurate and reliable records of
their official use of social media as required by the City’s Records Management
Policy
How to Capture
Social Media records can be captured by:
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o
o

5.2

Taking a screenshot of the post and adding it to a word document together
with details of the context in which the record is used;
Using a social media capture tool if available

What should be captured?








The content (the information that is sent or received) including representation of
the format (text, visual, sound or video);
The context in which the record is used, the business purpose of the social media
record and its relationship to the business of the City (purpose of the record);
Where possible, the original content, otherwise a text log of entries;
The metadata associated with the record, including the date and time the
message was sent, the name of the employee who authorised and/or sent the
message, and to whom it was sent;
For messages received by the City, the name of the employee and account that
received the message, the purpose of the message (the relationship between the
message and other records, why the message was sent or received, what it was
in response to);
The name of the social media application that the message was created on.
Guideline on what should b4 captured is provided below:
Not a Record

Yes, a Record

Fixing a typo

Adding a new question to a post

Changing the colour or formatting of the font

Adding a new hyperlink

Updating hyperlink or fixing a dead link

Responding to questions or comments from the
public

Fixing formatting of a photo, graphical element, or
multimedia element (for example, centering it in a
blog post or adjusting its display size)

Posting questions or comments intended to
engage the public
Adding a photo or other graphical element
Editing text, other than fixing a typo
Adding text to a post
Adding multimedia elements to a post
Adding or updating a sound recording

5.3

When Social Media Posts should be captured
Social media posts created or received by the City) should be captured as close
to the point of creation as possible or as soon as practical afterwards.

5.4

Disposal of Social Media Records
Social media records can be disposed of in accordance with the General Disposal
Authority for Local Governments (GDALG) available in HP Content Manager (HP
CM).

6.

Responsibility for Implementation
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Information Management
REVISION HISTORY
Version
1

Next Review
July 2020

Record No:
18/108935

ICT PASSWORD
MANAGEMENT PROCEDURE

Procedure Owner:
Contact Person:
Distribution:

Date of Approval:

1.

Manager Customer & Information Services (CIS)
Coordinator IT
Coordinator Business Systems
All Staff
All personnel who have access to or responsibility for
managing access to the City’s networks, systems,
applications or their associated infrastructure.
24 July 2017

Policy Supported

ICT Acceptable Use Policy.
ICT Security Policy.

2.

Related Documents and/or Forms

Intranet forms:

New Employee Network Access.

Employee Network Access Change.
Documents:

Network Account Lockout Work Instructions.

User Account Access Management Procedure.

Cross Checking Staff Data with Active Directory Management Procedure.

Privileged Accounts Management Procedure.
3.

Purpose

This procedure establishes the City of Wanneroo standards for safeguarding the security
of electronically stored information and ICT equipment.
A password is required for all accounts and all mobile devices, including Bring Your Own
Device (BYOD) mobile phones, SIM and smart phones screen locks.
4.

Definitions
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Bring Your Own Device (BYOD) is the practice of allowing the employees of an
organisation to use their own mobile phone for work purposes.
Complex Password means a password which must include a combination of upper and
lower case alphabetical characters, digits and special characters.
Credentials mean the combination of both a user login ID and password.
ICT means Information & Communication Technology.
Information and Communication Technology (ICT) facilities and services means
any information technology resources provided by the City to assist and administer
activities. This includes, but is not limited to, all digital and electronic information storage,
software and communication media devices, including, but not limited to, telephone,
mobile phones, wireless or computer networks, computer workstation equipment
including laptops, mobile data devices, electronic email systems, internet and intranet.
ICT facilities and services covers all types of ICT facilities owned or leased by the City,
ICT services provided by the City and City owned computer equipment which are used to
connect to the City networks and/or the Internet.
Login ID means a unique identifier which used in conjunction with a password
determines the identity of a user.
Leader a person at the level of Coordinator, Business Manager, Manager or Executive
with one or more direct reports.
Mobile Device means devices such as mobiles, smart phones and tablets, whether City
or privately-owned which connect to the City’s network, including mail synchronisation.
Password means a sequence of characters used to determine the identity of a user
requesting access to a computer system.
Privileged User Account any user who has delegated rights to bypass normal
restrictions on access to other storage folders or files; and any user who can increase
their own or another user’s privileges.
Service Account is a special account that an application or service uses to interact with
the operating system. Services use the service accounts to log on and make changes to
the operating system or the configuration. The key attribute is that the account is not
used by any person.
Standard User Accounts provide baseline day‐to‐day access to City systems. These
accounts are normally used for email, web browsing, printing and access to business
systems.
User means a person given limited access to the City’s ICT facilities and services in
support of the City’s requirements and objectives.
5.

Procedures

5.1

Password Communication
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Passwords are an essential element in maintaining adequate information security, and
determining the identity of a computer user. A user can be held legally accountable for
activity taking place under his / her logon.
Users must never share their passwords.
Users must not attempt to use another user’s credentials. This includes allowing another
person to use their credentials, e.g. logging into the system and letting another user use
the computer.
CIS IT staff must only save IT passwords in the designated approved IT password store.
Disciplinary action may be taken in the event of breaches of this item.
5.2

Password Standards

The following Password Standards are to be applied to reduce the risk of unauthorised
access.
Standard User Accounts
Description
Password Length

Standard
Minimum 8 characters in length

Structure – mix of characters

Must contain at least one UPPER CASE
Must contain at least one special
character or numeric value
Must not contain person’s given name, last
name or staff id
Must not be the same as the username
Password Expiry – how long may a Passwords will expire every 60 days
password be kept before being changed?
Account locked
Accounts will be locked, users will not be
able to login, after 5 invalid password
attempts
How to “unlock” an account
Users can wait 30 minutes or they can
refer to Section 5.3.
How long do I have to wait before I can try 30 minutes
again to login?
Reusability – users will not be allowed to The last 5 passwords
reuse an old password used
City Provided Mobile Telephony or Mobile Data Equipment
Description
Standard
Device PIN (The PIN that must be entered Must be enabled and set to 5020
to unlock\use the device)
SIM PIN
Must be enabled and set to 5020
BYOD Mobile Telephony equipment
Description
Device PIN (the PIN that must be entered
to unlock/use the device)
SIM PIN
Structure
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0000 or 1111)
Service Accounts
Description
Password Length
Structure – mix of characters

Password Expiry

5.3

Standard
Minimum 15 characters in length
Must contain at least one UPPER CASE
Must contain at least one special character
or numeric value
Must not contain person’s given name, last
name or staff id
Must not be the same as the username
Not set

How to Unlock Accounts and Reset Passwords

In order to preserve the security and integrity of the City’s network systems, user
accounts will be locked after 5 invalid login attempts, preventing the user from logging on
to the network. Once locked, an account can be re-enabled for access (‘unlocked’) by:




5.4

Waiting 30 minutes. The system will then allow the user to try and login again; OR
Visiting the IT Services Desk in person; OR
Calling the IT Service Desk on 9405 5020; OR
The user’s leader contacting the IT Service Desk.
Locking of Workstations

Users must lock workstations whenever they are left unattended in order to prevent
misuse of their credentials. If a computer is inactive for a period of 10 minutes, the
Windows screensaver/lock screen will be automatically applied.

6.

Responsibility for Implementation

The Manager of Customer & Information Services is responsible for implementation and
review of this procedure.
REVISION HISTORY
Version
Next Review
1
July 2015
2 – February 2017
February 2019
2.1 – February 2017 – February 2019
administrative change
4 – July 2017
July 2019
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PRIVILEGED ACCOUNTS
MANAGEMENT PROCEDURE

Procedure Owner:
Contact Person:
Distribution:

Date of Approval:

1.

Manager Customer & Information Services (CIS)
Coordinator Information Technology (IT)
All CIS IT
All personnel who have access to or responsibility for
managing access to the City’s networks, systems,
applications or their associated infrastructure.
27 June 2017

Policy Supported

ICT Acceptable Use Policy.
ICT Security Policy.
2.

Related Documents and/or Forms

Documents:

Privilege Username Register.

Remote Access Management Procedure.

Third Party Network Access Agreement.

ICT Password Management Procedure.
3.

Purpose

This procedure describes the standards associated with the ongoing management of
privileged account access for service accounts and external contractors including
provisioning and removal of privileged accounts and ongoing security audit requirements.
This procedure applies to granting and removing privileged access rights to any of the
following assets or systems:

Active Directory;

Operating Systems/File system accounts;

Servers hosting corporate applications; and

Databases.
Examples being:

Directory Administrators: holding rights over user and server objects.
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4.

Account Operators: holding rights over accounts within the directories.
Server Operators: holding rights over the OS and file systems.
Database Administrators: holding rights over the raw data in databases.
Definitions

City refers to the City of Wanneroo.
ICT means Information & Communication Technology.
Information and Communication Technology (ICT) facilities and services means
any information technology resources provided by the City to assist and administer
activities. This includes, but is not limited to, all digital and electronic information storage,
software and communication media devices, including, but not limited to, telephone,
mobile phones, wireless or computer networks, computer workstation equipment
including laptops, mobile data devices, electronic email systems, internet and intranet.
ICT facilities and services covers all types of ICT facilities owned or leased by the City,
ICT services provided by the City and City owned computer equipment which are used to
connect to the City networks and/or the Internet.
Nominated IT Officer means IT staff that has been granted approval by the Coordinator
IT to undertake the requested task.
Privileged user account means any user who has delegated rights to bypass normal
restrictions on access to other storage folders or files; and any user who can increase
their own or another user’s privileges.
Service Account is a special account that an application or service uses to interact with
the operating system. Services use the service accounts to log on and make changes to
the operating system or the configuration. The key attribute is that the account is not
used by any person.
Standard user accounts provide baseline day‐to‐day access to City systems. These
accounts are normally used for email, web browsing, printing and access to business
systems.
Third Party is an organisation\contractor performing outsourced services on behalf of
the City that require access to the network or systems. Rights and responsibilities are
defined within the contractual agreement.
Principle of Least Privilege assigning only the minimum necessary rights to a subject
that requests access to a resource with effect for the shortest duration necessary.
Principle of Least Service states that the operating system and network protocols
available on any network resource should run only the exact services and protocols that
are required to support the business.

5.

Procedures

5.1

Create a Privileged Account

The City aligns to the:
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Principle of Least Privilege which requires that users must only be granted the
minimum level of access to the information, programs and system required to
perform their assigned duties.



Principle of Least Service which requires the operating system and network
protocols available on any network resource shall run only the exact services and
protocols that are required to support the business.

Privileged accounts shall be provided on an exceptional basis. Exceptions refer to
activities that cannot be facilitated under normal circumstances. The risks, controls,
security and accountability must be appropriately managed to enable the business
activity to occur.

Privileged accounts are broken down into:

Privileged user accounts and

Service Accounts.

5.1.1

Privileged User Accounts List of Requirements:



Privileged access to ICT assets or systems shall be authorised by the Manager of
Customer & Information Services, or their delegate, and restricted to approved staff
and third parties on a strict need-to-know basis.



All third parties to the City wishing to access the City network must use the City’s
approved remote access solution(s) and the access control policies configured
must restrict the third party to connect only to the systems that the third party
requires access to, for the duration of access.



Privileged accounts must be restricted only to those staff members (including third
party contractors) who are responsible for system management and who have a
business requirement for privilege access to the systems.



Prior to accessing the City’s ICT assets and systems, users (including third party
contractors) must agree to the obligations and requirements of City policies (such
as the ICT Security Policy and ICT Appropriate Use Policy).



Prior to providing third parties access to the City’s information and ICT systems,
security measures must be in place and appropriate agreements or contracts must
be signed by both parties.



Privileged system access should only be granted to those who have adequate
knowledge and understanding of the implications for possessing such rights.



Only CIS System Administrators or nominated IT Officers can create privileged
user accounts.



A central register shall be maintained of all privileged accounts by the CIS IT
System Administrators or nominated IT Officers.
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The central register of privileged accounts is secured using the Enterprise
Document and Records Management System security and access policy rights and
only accessible to IT staff and CIS Coordinator IT.



Where possible no individual user account will have privileged accesses granted to
servers and databases. Where possible all servers and database access shall be
via group membership.



Privilege access shall be granted via the addition to a role based group. Individual
groups will be created for single purpose privilege permissions, rather than
combining multiple rights into existing groups.

5.1.2

Service Accounts List of Requirements:



Only CIS System Administrators or nominated IT Officers can create service
accounts.



The central register of privileged accounts is used to record Service Accounts.



The central register of privileged accounts is secured using the Enterprise
Document and Records Management System security and access policy rights and
only accessible to IT staff and CIS Coordinator IT.



A least-privilege hierarchy is used when determining service accounts privileges.



Services shall use the Local Service account whenever possible to restrict any
successful attack to the local computer and not the entire domain.



Services that require authenticated network access shall use the Network Service
whenever possible.



Services that require broad privileges shall use the Local System account.



If a service requires the use of a domain-level administrator account, then the
server or servers on which that service runs is regarded as high security systems.



Service accounts will not be setup with default passwords and must meet the City’s
ICT Password Management Procedure.



Passwords associated with service accounts will be reviewed annually. Passwords
will either be changed or deemed that not changing the password is acceptable
from a security standpoint.

5.2

Revoking & Declining Privileged Account

Only CIS System Administrators or nominated IT Officers have the authority to remove
and disable privileged accounts.
Third party contractor accounts are to be deactivated when not in use.
The City reserves the right to limit, restrict, and cease access to ICT assets and services
when required.
City of Wanneroo – Recordkeeping Plan 2018
17/301000

Page 82 of 193

City of Wanneroo Recordkeeping Plan 2018

All third-party access rights must be revoked immediately upon formal cessation of the
contractual agreements or when appropriately notified.

5.3

Monitoring Privileged Accounts

Information shall be reviewed on a regular basis to ensure any services that have a
greater level of privilege than required are redeployed using accounts with lesser
privileges.
The CIS Coordinator IT shall review the central register of all privileged accounts halfyearly and shall report to the Customer & Information Services Manager any
discrepancies found, including recommendations for procedural improvements to
address the discrepancies.
The aim of this check is to:
1.

Identify privileged accounts that are no longer in use, and which therefore can be
disabled or deleted (e.g. where a duplicated account exists).

2.

Ensure that the list of privileged accounts does not include any logins that are no
longer entitled to privileged access (e.g. where a vendor no longer supports a
system).

6.

Responsibility for Implementation

The Manager of Customer & Information Services is responsible for implementation and
review of this procedure.
REVISION HISTORY
Version
1 – 27 June 2017

Next Review
July 2019
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Section 3
Archives and offsite Storage Task Procedures
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Appraisal of Hard Copy and
Electronic Records - Task
Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
All Information Management staff

Policy Supported
Recordkeeping Plan
Records Management Policy
Archives and offsite Storage Management Procedure

2.

Related Forms
NA

3.

Purpose
The purpose of this task procedure is to ensure that appropriate measures have
been taken to appraise the City of Wanneroo’s hard copy and electronic records

4.

Definitions (only insert if necessary)
N/A

5.
No
1

Procedure
TASK

1. Appraisal of hard copy records
1.1 Records are sent to the Archives in the Recall boxes with the list of content
attached (as it is required in Transfer procedure 11/125339) and Iron Mountain
sticker number applied
1.2 The Archivist checks if the description of the files/documents is correct and
Adequate and if the date range is entered.
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TASK

1.3 The Archivists looks for:
 obvious ephemeral records such as duplicates and non-COW records and
remove them from the box if they are not parts of the files (they will be instantly
disposed into the confidential bin prior to that informing the sender about intended
destruction)
 Archival records
 Registered files (remember that registered files should be sentenced and
destroyed at the same time as their electronic versions)
 If there are big differences in retention of various groups of records
1.4 The Archivist enters the information sent by the documents/files owner to HP
Content Manager (HP CM9) Box title and HP CM9 Notes; add more information if
required and applies the retention and disposal numbers from GDALG to the box. (or
alternatively the information is entered into Archives Indexing sheet).
1.5 Each group/batch of records or files receives its own retention period but the whole
box receives the longest retention
1.6 If the box contains mixture of files or batches of Archival, permanent or temporary
records – Archival and permanent records are removed into a separate box.
1.7 The whole box then receives the disposal sentence (temporary or permanent) and
the disposal date
1.8 The Box is made inactive
1.9 Before sending the box offsite the box number is entered in the new boxes register
1.10 The order containing general number of the boxes is sent through the Iron Mountain
web page
2

2.0

Appraisal of Electronic Files

2.1 The retention number for the Electronic Files is applied by the records officers at the

time of creation on the level of the file containers (this info is recorded in the
properties of the file).
2.2 Once a fortnight the Archivist creates a report of newly created files and will check if
the General Disposal Authority for Local Government records was applied correctly
and change the retention, if required.
6.

Responsibility for Implementation

Information Management
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Destruction of and Hard Copy
Records - Task Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
All Information Management staff

Policy Supported

Recordkeeping Plan
Records Management Policy
Archives and Offsite Storage Management Procedure
2.

Related Forms and other Documents
12/62281 – Inactive Records Destruction Signoff Form by CEO
12/62283 – Inactive Records Destruction Form by Managers
11/131558 – Archives Index and Offsite Storage Register – Part 2
10/3291 – Archives Index and Offsite Storage Register Part 1

3.

Purpose
The purpose of this task procedure is to ensure that appropriate controls and
processes are in place for the destruction of those records that have passed its
retention period as specified in the General Disposal Authority for Local
Government (GDALG). This task procedure applies to electronic and hardcopy
records

4.

Definitions (only insert if necessary)
N/A

5.
No

Procedure
TASK

City of Wanneroo – Recordkeeping Plan 2018
17/301000

Page 87 of 193

City of Wanneroo Recordkeeping Plan 2018
No
1

2

3

TASK

Destruction of electronic files and boxes
1.1 Every 6 months the Archivist will check the HP Cm9 system for marked for
destruction
files and boxes. This is done by running a report on inactive files in
HP CM9
1.2 The list of the files identified for destruction should be examined and confirmed by
checking:
 that the file/box doesn’t contain documents with longer retention period that that
one applied to the file/box
 that the closed file volume isn’t the part of the larger project and should be kept
to the end of the whole project
 applied RD and files triggers are correct
1.3 Once the files/boxes destined for destruction have been QA-ed, the lists need to be
sent to the required units for manager’s approval. form 12/62283)
1.4 Once approved by the managers the list of destructions should be combined together
and sent to CEO or his delegate for approval (form 12/62281)
1.5 Once approved the list of the files will be sent to IT to start electronic shredding of the
file content.
1.6 If the electronic files have the hard copy parts, those should be arranged to be
destroyed by Iron Mountain
1.7 The destruction information should be entered by the Archivist and updated in the
metadata of the files
Destruction of Hard Copy Records Not Registered in HP Content Manager
2.1 The report created from the Indexes (HP CM9 no. 11/131558 and 10/3291) shows
the list of boxes that are ready for destruction at the end of the recorded year.
2.2 The archivist creates the destruction lists using destruction form template 12/62283
and sends it to the records owner, accompanied by the detailed list of files and
boxes for destruction.
2.3 The Business Unit Manager (the records owner) signs off form 12/62283
2.4 CEO Destruction Form – template 12/62281 accompanied by signed off Records
owner form – template 12/62283 is sent to IM Coordinator and CEO for signing off
2.5 Once destruction approved the archivist sends to “Iron Mountain” the order of
destruction for the listed boxes.
2.6 After destruction of the boxes “Iron Mountain” sends back the certificate of
destruction for the destroyed boxes
2.7 The dates of destruction are entered into Indexes (HP CM9 no. 11/131558 and
10/3291)
Destruction of Source Records
(The source records have been scanned according the requirements of the Digitisation of
Source Records Management Procedure and Specification
3.1 Identify those batch boxes that were stored for more than 6 months
3.2 Perform random quality check of the records scanning quality and if the source
records boxes don’t contain any records, that are not allowed to be destroyed (with
seals and watermarks)
3.3 If needed, remove those records that shouldn’t be destroyed
3.4 List the boxes and send the list for approval to Coordinator Information Management,
and then the CEO or his delegate for approvals
3.5 Once the approval is confirmed, send the boxes to Recall for confidential destruction
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No

TASK

3.6 Obtain from Iron Mountain the certificate of destruction
6.

Responsibility for Implementation
Information Management

Managing Microfiche – Task
Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
All Information Management staff
(Date of EMT approval)

Policy Supported
Recordkeeping Plan 2018
Records Management Policy
Archives and Offsite Storage Management Procedure

2.

Related Forms

3.

Purpose

The City of Wanneroo holds “40.50 “linear metres of microfiche. They are held in
metal cases in Iron Mountain storage on the Protect Account. Microfiche are in a
fragile state therefore due care must be taken in handling it.
4.

Definitions (only insert if necessary)
N/A

5.
No

Procedure
TASK

1. The client sends a request for microfiche records
2. the Microfiche boxes are listed in Archives Index Sheet 11/131558 under
Microfiche – Archives provenance
3. The requested box has been identified from the Microfiche boxes list
4. The whole box has to be ordered from Iron Mountain using IM web and PT
Account
5. While ordering the box we request Iron Mountain to take due care while
transferring the box to make sure that the box will be not overturned or tripped.
6. Once the box arrives the Archivist retrieves the required microfiche and puts it
City of Wanneroo – Recordkeeping Plan 2018
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No

TASK

into the Microfiche sleeve (Sleeves located in the Archives storage in the
compactus)
7. Because of their fragility, the microfiche records are not for loan, but have to be
handled by the Archivist or another Information Management staff.
8. The Archivist (or delegate) scans the microfiche on the Archives Microfiche
scanner (that is currently located in the Building Approvals) and saves the scan in
the Archives Scans in T drive.
9. From there the client can check the microfiche content
10. The Archivist creates the new file in HP Content Manager under File Plan –
Information Management – Control – Scanned Microfiche Records – Develop
Applications or Generals
11. Archivist saves the document from T Drive into the HP content Manager file.
12. The microfiche is returned to the box.
13. The order of returning the box is sent via Iron Mountain web page once again
requesting the highest attention while transferring the box
14. The box is wrapped in plastic wrap
15. The box is picked up by COW or Iron Mountain Courier and returned to the
storage
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Searching for Non-Current
Records and Files - Task
Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
All Information Management staff

Policy Supported

Recordkeeping Plan
Records Management Policy
Archives and Offsite Storage Management Procedure
2.

Related Forms and Documents

Archives Index and Offsite Storage Register Part 2 - 11/131558
Archives Index and Offsite Storage Register Part 1 - 10/3291
Former City of Wanneroo Records (May be held by City of Joondalup) 12/8554
3.

Purpose

This task procedure deals with the searching and retrieval of all non-current
records and files that are either stored in microfiche or in hard copy at Iron
Mountain offsite storage facility or at the City of Joondalup (refer to below
procedure)
4.

Definitions (only insert if necessary)
N/A

5.

Procedure

No

TASK

1

1.0 Searching for non-current Records and Files
1.1 Pre - 1986 files
 Need to be recalled from City of Joondalup if required – numbers from 0/0.0 to
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TASK

9/11.0 (general numbers listed in “Former City of Wanneroo Records” document
12/8554)
1.2 Microfiche collection 1986 – 1998



is kept in the metal containers in Iron Mountain (the basic register for those
records is kept in Archives Index 2 - 11/131558 and General Description in
document 12/8554)
General files 001,1 to 970,6



Property files 2 - 9505



Roads 510-0000



Series 30/0000 (DA’s)



Staff A-Z

1.3 Old/not registered in HP Content Manager hard copy records and files kept in Iron
Mountain facility- are listed in two Archives Registers HP CM9 doc 10/3291 and
11/131558. These may be and include:


Engineering Project files PR – 0000 and 000000



Engineering Subdivision Stage files 00/000



Inframaint/Assets - Work orders 00000 – 00000



Old (BA) Building Applications – Various numbers BA00/0000



Parks. Conservation files CARR-000 or GNAN-001 (Shortcut from the suburb’s
name and the number)



Ranger Diaries - 00000-00000



Series 30/0000 - old DA’s Development Applications



Series 740/0000 - old Subdivisions



Series 790/0000 - old TPS Town Planning Scheme files



Not registered working files without numbers just the titles

To search for those records you need to look in the Archives Registers – HP Cm9
doc. 10/3291 and 11/131558 and find information about: the numbers, titles, the
provenance, the Recall box number, the disposal status etc
2

2.1 Vault, Powedocs and HP CM9 files (hard copies kept in Iron Mountain)




Vault Files numbers from 00001 (or 00-001) to 70999 (or 70-999) (all vault files
are listed in Archives Registers –HP CM9 doc 10/3291, 11/131558 and in Vault
dataset)
All hard copy Powerdocs files (example of numbers: P00/0000V00, C00000,
S00/0000V00, TPS00/0000V00, R00/0000V00, (search in Powerdocs
dataset)



Majority of HP CM9 files – Z(example of numbers - 0000, DA2000/0000,
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No

TASK

SDS00000/0000, 00000-000 (search in HP CM9)

6.

Responsibility for Implementation
Information Management

Storage of Archival Records Task Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
All Information Management staff

Policy Supported

Recordkeeping Plan
Records Management Policy
Archives and Offsite Storage Management Procedure
2.

Related Forms and Documents

3.

Purpose

The purpose of this task procedure is to clarify storage requirements of City of
Wanneroo Archival Records to ensure it is appropriately kept and in line with
appropriate standards for its longevity
4.

Definitions (only insert if necessary)
Archival Records - records identified in the General Disposal Authority for Local
Government as having permanent value to the State of Western Australia.

5.

Procedure
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No

TASK

1

Storage of Archival Records

1.1 Paper - Hard Copy Archival records should be kept on Archival or Permanent Paper
(Council Minutes and other Governance produced records printed on Fuji Xerox Busines
and acid free paper)
1.2 Housing - State Archives are to be stored in shelving and enclosures suitable to their
format to ensure the records are protected from deterioration and potential damage at
Powder coated metal shelving.
1.3 Containers - File covers, boxes, folders and other enclosures used for State archives
should be of a size and structure that aids the long-term protection of the material
(our boxes are boxes for archival records are filled with acid free and moisture free
bags).
1.4 Air Quality and Lighting - The area where State Archives are kept should be well
ventilated, with UV filtered fluorescent lighting and timer controlled switches, and should be
equipped in heat, smoke and fire detectors, and have fire extinguishers.
1.5 Temperature and Humidity - the area should be climate and dust controlled –
Temperature should be 20°C +/- 2°C and Relative Humidity should be 50% +/- 5%
1.6 Security - State Archives should be stored securely, with steps taken to manage any
potential threat to their security (monitoring risk of water, fire, and vermin)

Security of State Archives requires 24-hour physical or electronic surveillance,
Alarm system and controlled access.
1.6 Disaster Plan – There should be a Disaster and Recovery Plan for
Temporary Records

2

Archival and

2.0 Storage Conditions of COW hard copy Archives

2.1 the majority of City of Wanneroo archival records are kept in the offsite storage in
PT Account and the storage conditions are fulfilling the requirement of storage of
Archival records

6.

Responsibility for Implementation
Information Management

City of Wanneroo – Recordkeeping Plan 2018
17/301000

Page 94 of 193

City of Wanneroo Recordkeeping Plan 2018

Storage of Temporary Records Task Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
All Information Management staff

Policy Supported
Recordkeeping Plan
Records Management Policy
Archives and Offsite Storage Management Procedure

2.

Related Forms and Documents

3.

Purpose

4.

Definitions (only insert if necessary)
N/A

5.

Procedure

No

TASK

1

Storage of hard copy temporary records
1.1 Storage Area:
 Temporary records need to be kept in a purpose made facility for documents and
boxes storage
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No

TASK




Type of shelving - metal powder coated shelving
The storage should be free of vermin with pest control occurring once a year

1.2 Security:





The premises should be monitored 24/7 by service provider for access and
safety
Should have swipe cards controlled access which switches on and off the access
alarm
Should have locked entry doors
Should have motion detectors, to cover all entry and exits to the facility.

1.3 Fire detection / suppression system;




The premises should have 24/7 monitoring fire detection and smoke detectors
Shelving should be fire resistant
Fire extinguisher appropriate for extinguishing of burning of paper should be in
close proximity to the storage

2

2.0 Storage of Temporary Electronic Records
2.1 All Electronic records are backed up regularly by IT on the back up tapes

3

3.0 Disaster Plan
3.1 A Disaster and Recovery Plan for Archival and Temporary records should be
activated in the event of a disaster

6.

Responsibility for Implementation
Information Management
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Transfer of Inactive Records to
Offsite Storage - Task Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Policy Supported





2.

Information Management
All Information Management staff
15 March 2018

Recordkeeping Plan 2018
Records Management Policy
Archives and Offsite Storage Management Plan
Related Forms
Archives Form 10/17161

3.

Purpose
To set up transfer standards for non-current records

4.

Definitions
4.1 Corporate Record - any record or information or data (in any form) created,
received or maintained by a City of Wanneroo Officer, Contractor or
Consultant in the performance of their duties.
4.2 Archival record - A record that is to be preserved permanently because of its
enduring value (ie. historical, evidential etc.)" (SRO)
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4.3 Significant Record
 affect the whole-of-local government function; or
 concern or affect local government authority executive activity; or
 concern major liabilities or obligations of the local government authority
and/or the State; or
 relate to the development of legislation, regulations, local laws or policy; or
o otherwise (significantly) impact or affect the local government
authority’s functions or
o structure e.g. proposed changes to organizational functions,
amalgamations of local governments; or
o were precedent setting; or
o involved substantial community debate or controversy; or
o generated wide community interest; or
o caused major changes to local government authority policy; or
o involved items or property considered to have cultural heritage
significance or
o relate to historical or major community events or occasions e.g.
centenary (SRO)
5.

Procedure

No

TASK

1

1.0 What Records should be transferred to the Archives?


Business related records

Do not send ephemeral records – duplicate copies, unsolicited promotional
external publications, contact list etc
2

material,

2.0 When Records should be transferred to the Archives?
2.1 Once records are inactive (not used any more for more than 2 years) send them
to the Archives
2.2

3

Do not transfer current records

3.0 What Archive boxes are acceptable?
Recall boxes that can be only be obtained from Information Management. Email IM
Helpdesk or the City’s Archivist Anna anna.szottalikowska@wanneroo.gov.au




4

The total weight of the large box should not exceed 15 kg.
The total weight of the small box should not exceed 10 kg.
Records will not be accepted in the boxes other than those
provided by Information Management
4.0 City Employees sorts Files and records into like subjects and packs them
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No

TASK

into boxes
4.1 What files or records can be put together?


Records of similar type and retention period can be put together such as:

o

Policies, procedures, guidelines,
o
Committee records and significant meeting records
o
Financial records (the best way is to organise them annually) etc
o
HR records

Do not mix files or records with very different retention period for
Example, purchase orders with procedures. This is to ensure records are not kept for
any longer than what is required

5

5.1 City Employees lists the records in the Archives Form 10/17161 or template
12/93226
5.1

List every box in a separate Archives form 10/17161 and save in file 4931V03
(if you have many boxes to list, list them in a spreadsheet template 12/93226
instead and prior to listing apply Recall stickers)

5.2

List every bundle and every file separately giving the date range

5.3

Do not describe all various types of records under one general title, for example
‘financial records’, instead of breaking them into: invoices, purchase orders, bank
statements etc.

5.4

Do not use abbreviations in the file titles

5.5

Ensure that all documents are put into the archive box without clips or plastic
folders

5.6

If your records are classified as significant, mark them on the list accordingly

5.7

Send electronic version of the list to the Archivist
anna.szottalikowska@wanneroo.gov.au by email

5.8
6

Place printed out list into every box

6.0 City Employees transfers the boxes


After pre-arranging this with the Archivist employee transfers the boxes to the
Archives Office situated in the basement of the City Civic Centre building in the
offsite storage Area



Do not bring records that are not packed in the proper boxes and correctly listed.



Do not overfill the boxes. The Box lids must close properly
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6.

Responsibility for Implementation
Information Management

Requests to and from Offsite
Storage – Iron Mountain – Task
Procedure
Procedure Owner:
Distribution:

1.

Information Management
All Information Management staff

Policy Supported
Recordkeeping Plan 2018
Records Management Policy
Archives Management Procedure.

2.

Related Forms

3.

Purpose

To deal with Offsite Storage on sending and receiving files and boxes from the Iron Mountain
facility

4.

Definitions (only insert if necessary)
N/A

5.

Procedure

No

TASK

1

Receiving request to borrow files boxes
1.1 From the file number or the file title and the date range, identify where the file is registered
(HP Manager, Powerdocs , Vault, Microfiche , Archives Indexes) - (more info of how to identify
the file in HP CM9 doc 15/466859)






Microfiche records 1986 – 1998 and pre 1986 records – general list is in HP CM9 doc
12/8554,
Microfiche containers are listed in Indexing sheet 11/131558
Vault file numbers are available in Vault dataset and are also listed in Indexing sheets
10/3291 and doc 11/131558
30/ files(old DA’s , 740/ files (old subdivisions), 790/ files (old TPS 1 amendments) are
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No

TASK




2

Updating Loan register 14/218480



3







IM officer writes on the board the number of retrievals, returns or new boxes etc
Returning files and boxes are placed on the dedicated storage shelf

Courier pick up




6

IM officer completes Iron Mountain request form using information from the register
and entering it at Iron Mountain web page portal.au.ironmountain. into Deliver to Me
section
Send an urgent request in the morning if the file/box is needed the same day.
Send a standard request if the file is needed on the next day
In the form enter which Courier we are using (COW or Iron Mountain)
If the file is a BA file, 30/ file , 790/ file, 740/ file, Powerdocs File, Vault File or HP CM9
File
IM officer retrieve the file only instead of the whole b
Not registered documents (without the file numbers) should be ordered with the whole
box

Updating white board in the basement storage



5

The required information like the file and box number, name of the client, the date of the
order and the date of file incoming is entered by IM officer in the register 14/218480
If the file is returning that the date of the file returning to us and the date of sending the
file back to Iron Mountain are entered into register

Completing Iron Mountain Web order (Deliver to ME)


4

listed in Indexing sheet 11/131558
Powerdocs files have box numbers registered in HP CM,Powerdocs
HP CM9 files have box numbers registered in HP CM9
BA files have box numbers are registered in document 17/43450

The next day in the morning (around 11.30 am) the COW Courier checks the white board
order and picks up the returning files/boxes
If the pick up or delivery is done by IM courier updating of the white board is not needed
and the time of the delivery or pick up could be any time
The Courier driver must produce a receipt for all the offsite storage pickups and delivery

Courier Delivery
In the afternoon the COW Courier delivers the requested boxes to the
small basement storage and puts them on a dedicated shelves
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No

TASK

7

Processing of Incoming Files and Boxes by IM Officer



8

Returning files/boxes



9

All returned (files and boxes) should be updated in doc. 14/218480
If the file is a Powerdocs or HP Content Manager file - the assignee should be also
updated in the Powerdocs and HP Cm9

Completing Iron Mountain web order (Collect from Me) form


11

Files are returned via pigeon holes
Boxes need to be delivered to the basement storage

Updating loan register 14/218480 for returns



10

IM officer updates doc 14/218480 and if files are HP Manager or Powerdocs files,
locations should be changed in those system too.
Files are placed into the respective pigeon holes, whereas the boxes need to be picked
up by the client from the basement storage.

IM officer completes Iron Mountain request form entering general number of files or
boxes into Deliver to Me section at the Iron Mountain web page form

Updating the white board
The procedure is exactly the same as in point 4

12

12.

Courier pick up


Version
2

The procedure is exactly the same as in point 5

Next Review
December 2018
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Destruction of Ephemeral Records

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
All City of Wanneroo staff
(Date of EMT approval)

Policy Supported
This procedure supports the City of Wanneroo’s Recordkeeping Policy 2012

2.

Related Forms
N/A

3.

Purpose

These instructions will help the City of Wanneroo employees to identify and
destroy ephemeral records by using the recycling and confidential bins
4.

Definitions


See main definition list.

Ephemeral Records
“Ephemeral records are records that have only short term value to the

organisation as they contain little or no administrative, financial, legal, evidential
or historical value.” SROWA, 2006).
Ephemeral Records are:
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Duplicate (or extract) copies of records when additional notes have not been
applied.
Information material produced by other organisations.
Reference sets of directories, addresses and contact lists.
Messages when the message does not relate to the business functions of the
local government.
Rough drafts of which a final draft has been produced and placed on the
appropriate subject file.

Note: Versions of drafts, which contain significant changes to context, must be
placed on the appropriate subject file (e.g. internal policy).
 Transitory messages giving minor instructions and have a routine instructional
nature.
 Working papers, background notes and reference materials used to prepare
or complete other documents.

5.

Note: Working papers and background notes relating to the development of
internal policy must be placed on the appropriate subject file.
Procedure

Steps
1. Client identifies the
ephemeral records
created/received during the
course of business.

2. Client divides those records
into:
Ephemeral – confidential
Ephemeral – non confidential

3. Client places the ephemeral
records into bins.

Do
Remember that ephemeral
records such as duplicates
cannot contain any additional
notes, annotations or
meaningful marks otherwise
the document is classed as an
original.
Confidential ephemeral
records – placed into a
confidential bin.
Non-confidential ephemeral
records – placed into a
recycling bin.
Limited space in bin - contact
the Archives Office by e-mail
or phone ext: 5528.

Do not
Destroy the hard copy records
regardless if you have them in
electronic form.

Dispose of confidential records
into a recycling bin.

Let the bins overflow.

4. The bins are collected and
contents destroyed every
fortnight by COW bin provider.

6.

Responsibility for Implementation
Information Management

REVISION HISTORY
Version
1

Next Review
If system changes
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EDRMS (HP Content Manager)
Document Deletion Requests – Task
Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
Information Management Services

Policy Supported




2.

Recordkeeping Plan 2018
Records Management Policy
Archives and offsite Storage Management Plan
Related Forms
N/A

3.

Purpose
The Procedure will help to control lawful deletions of electronic records

4.

Definitions


5.

See main definition list.
Procedure

5.1 Instruction for the client
Email is to be sent to the Information Management Helpdesk with the following
information:
- The name of the person requesting the deletion.
- That officers Contact Number
- The Document number for deletion
- A Valid reason for the deletion for example:
 Duplication - (exactly same document saved again) in that
case please provide the document number of the
replacement document.
 You have made a mistake (document is ephemeral and
shouldn’t be registered at all)
 Document has become corrupted – ( Please include reason
for corruption)
 Document is a test document.
- Requests for the deletion of superseded policies, procedures or forms will not
be allowed.
These documents are permanent records and are not allowed to be deleted.
NOTE: - Advise Client
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Instead of deleting the document please create new version – Instructions are
included in # 10/8907 which explains how to make Revisions and create new
Versions of a document.
If your reason for deleting the document is connected with the .Doc and .Docks issue
please follow the Procedure to fix this issue as explained in #10/64712
NOTE: For testing and learning purposes use the HP CM9 Training, database not the
HP CM9 Production database.
Remember: the deletion of documents should be used only as the last option and
a valid reason must be supplied.

5.1 Instruction for the Archivist
-

-

-

-

6.

Make sure that the request for deletion fulfils the requirements of Valid reason
( for example that the duplication is similar enough to make the second
document ephemeral)
If required - check the document for deletion and the document replacing
(sometimes the requester gives the wrong number of the document for
deletion or the replacing document)
If you have doubts, ask the requester for written clarification
If the reason for deletion is valid:
o search for a document in HP CM9
o right click on a document
o choose Electronic
o choose Remove Document
o When HP CM9 ask you if you want to remove all versions - say YES
and the content of all versions and revisions of a document will be
removed but the metadata will stay
o Go to the properties of a document and change the file number to file
4765 (and the latest volume)
o Save the e-mail requesting deletion to file 3903 (and the latest volume)
and write in the title the document number of the deleted document.
If the reason for destruction is invalid - inform about it the requester and
explain the reason

Responsibility for Implementation
Information Management

REVISION HISTORY
Version
1

Next Review
July 2020
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Management of Recycling and
Confidential Bins – Task Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
Information Management
(Date of EMT approval)

Policy Supported
City Of Wanneroo Record Keeping Policy

2.

Related Forms
N/A.

3.

Purpose
This Procedure facilitate management of Recycling and Confidential bins

4.

Definitions
 See main definition list.

5.

Procedure

Management of recycling and confidential bins
5.1
Specialised Security Shredding bins are used mainly for the purpose of
destruction of ephemeral records

Confidential bins are used for destruction of confidential
ephemerals

Recycling bins are used for destruction of non-confidential
ephemeral records

Specialised Security Shredding destroys records by confidential
shredding
5.2

Ordering Confidential Bins

COW employee sends an e-mail to the Archives Helpdesk
requesting the replacement of the confidential bin stating name,
the contact number and the location of the bin

Archives Officer sends and e-mail to the Specialised Security
Shredding
specialisedsecurityshredding@westnet.com.au
requesting the bin to be delivered to the required place

During the time the bin is delivered the client receives the delivery
docked containing delivery number.

If the bin was delivered to Corporate Services (excluding Finance)
the docket should be sent to Administration Officer of Executive
Services for recordkeeping

Other Directorates are keeping their delivery dockets and paying
for their bins by themselves. (not from IM budget)
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5.3

6.

If there are any problems with delivering the bins, the staff of
Specialised Security Shredding could be reached under phone no.
(08) 94582181(Steve or Stan)

Ordering Recycling Bins

Those bins have been replaced every 3 weeks in the COW and
Depot buildings

Other areas such as Enterprise house, Aquamotion have recycling
bins replaced on demand.
Responsibility for Implementation
Information Management

REVISION HISTORY
Version
1

Next Review
July 2020
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SECTION 4
Records and Data Management
Procedures
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Data Migration Strategy – Task
Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
All Information Management
consultants
(Date of EMT approval)

staff

and

relevant

Policy Supported

State Records Act 2000
Recordkeeping Plan
Recordkeeping Policy
2.

Related Forms

N/A
3.

Purpose

Outlines the steps the City will take to migrate data from one system to
another.
4.

Definitions (only insert if necessary)

Data migration is the process of transferring data between computer
systems databases
5.

Procedure
The City of Wanneroo has several instances where migration was required
such as when the PowerDocs data was moved to the new HP CM9 system.
Business Systems are likely to carry out the migration, however there must be
a strong collaboration from the business unit requesting the migration for
example: Information Management along with the software supplier. If there
is a requirement for external resources to assist in data migration they are
required to fill in a confidentiality form and work closely with the relevant
teams to ensure a successful migration.
Below are the steps that the Business systems use when migrating data from
one environment to another.
Note: Record data must be readable for as long as the record or data is
required to be held, in accordance with SRC Standard 8
Migration of data
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6.




Identify the need to migrate data, through a project plan.
Need to construct a mapping document – old table : field to new table : field.
Document differences, field or table additions and ensure compatibility.



Develop a program in test to carry out the migration.



Carry out the migration, phase by phase for monitoring.



Implement test plans to ensure the data has migrated across successfully.
These include checking data before and after the migration.
o Record Count
o Data Type matches for each field
o Sample sets for data checking
o Check total balances
o Check report figures prior and after migration to ensure consistency.
o Obtain user signoff if data is correct.



Prepare Change Control Procedures which outlines
o The migration process
o Date and time of migration into production
o Test plans
o Rollback mechanisms
o Signatures of stakeholders




Carry out Backup when all users are out of the system.
Carry out Change Control process.

Responsibility for Implementation

Business Systems and the relevant business unit responsible for the data (in this
case Information Management).
Depending on the project scope, some
responsibility may fall with the relevant software vendor.

REVISION HISTORY
Version
1

Next Review
January 2020
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Metadata Management – Task
Procedure

Procedure Owner:
Distribution:

Information Management
All Information Management
consultants

staff

and

relevant

Date approved:

1.

Policy Supported

State Records Act 2000
2.

Related Forms

N/A
3.

Purpose

Outlines the steps the City will take to determine the inclusion of metadata to the
system...
4.

Definitions

Metadata is data about data it summarizes basic information about data, which can
make finding and working with particular instances of data easier. For example,
author, date created and date modified and file size are examples of very basic
document metadata.
5.

Procedure

Metadata is critical to the management of records and makes it simpler to search for
information about a record. At the City of Wanneroo metadata is based around
Australian Government Locator Service or AGLS.
The following chart shows the metadata used by the City it is added to when required
by new document types.
Recordkeeping
Metadata
Author

Used for record Type
Documents

Creator - Mandatory

Documents and Files

Publisher

Documents on the Web

File Plan (Function)
– Activity

Files

City of Wanneroo – Recordkeeping Plan 2018
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Notes
The name of the person who has written
the document
The person who creates the document in
HP Content Manager (HP CM) – Is
captured by the system
The person who uploads the document to
the web - Is captured by the system
First two levels are the function and activity
based on the City of Wanneroo's Business
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Mandatory
Title
Mandatory
Date
Mandatory

Unique Identifier
Mandatory
Record Types

Documents and Files
Created
Written
Published
Modified
File / Document number
Differing
records

types

of

Classification Scheme. Used for retention
and disposal
Free Text according to current document
conventions (See #11/133119)
The date written is manually input the rest
are system generated.

System Generated based on record type
Eg. Files – General – Personnel –
Subdivision
Documents – General – Authority system
documents – Agendas – Minutes - Emails
etc.

Locations

Files – Documents

Generated manually and by the system

Retention & Disposal

Files

Review Date generated by the system after
R&D added manually to function terms.

6.

Responsibility for Implementation

Information Management
REVISION HISTORY
Version
2

Next Review
July 2020
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Procedure Owner:
Distribution:
Date approved:

1.

Co-ordinator Information Management
Information Management staff

Policy Supported

This procedure supports the City of Wanneroo Recordkeeping policy 2018
2. Purpose
To ensure that Information and Records Management staff have consistent and clear
instructions on the opening and processing of the mail received by the City of
Wanneroo including:
 Australia Post,
 Over the Counter/Courier
 Electronically (Faxes/Email)
3. Related Forms



Scanning Procedure HP CM9 document number# 11/133097
Email Procedure HP CM9 document number #11/133120

4. Procedure
Mail is received by the City of Wanneroo in a number of ways,
Australia Post
Australia Post Courier delivers Australia Post mail to the Information Management
(IM) business unit between 6:45am & 7.15am.

Task

1

Additional Information

Mailbag
is
to
be Key marked ‘Mailbag’ is on a white tag kept in the
unlocked and opened Information Management cabinet
onto sorting table.
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Task
2

Additional Information

All mail stamps are checked to ensure that they will record the correct Date and
Time where applicable.
The City opens all incoming Australia Post mail including those marked Private
and Confidential which is given to Coordinator Information Management. Those
mail requiring certain degree of sensitivity will be managed by Coordinator
Information Management or his delegate.

3

For safety and security reasons IM staff are to wear gloves while opening mail

3 Mail is sorted into 3 groups;
 Mail envelopes for opening
 Mail envelopes for directly to be given to Service Units such as Library
Materials including magazines and any addressed to Human Resources
which is opened, scanned and processed by HR team
 All Private and Confidential Mail is given to Coordinator Information
Management who determines whether it should be processed normal or on a
confidential basis
Mail is further sorted after opening using the following criteria.
4

Priority Mail Registration

Non-Priority Mail
Registration

Priority mail are those that require immediate
attention
such
as
Building
Applications,
Development Applications, Correspondences with
cheques and alternative payment methods,
Infringement Appeals, Petition, Mayor’s Mail, Copies
of Plan Requests and any other time critical
documents.
These documents are scanned first and registered
into EDRMS

Invoices
Non-priority are those that is not considered a
priority for scanning and registration
Cheques
Cheques are date stamped and sent directly to CRC
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Task
5

Corporate Mail to be
registered into HP CM9

Additional Information
Correspondence relating to the day-to-day
operations or business of the City of Wanneroo is
scanned using the Ezescan software and registered
into the Electronic Document Management System
(EDRMS).
Documents to be scanned
Procedure #11/133097)

(See

Scanning

After scanning the documents are registered into the
EDRMS system by IM officers.
It is then distributed electronically. Hard Copies are
predominantly day-batched or given to Service Units
on a case by case basis
(See Indexing sheet for rules)
Over the counter mail

Task
12 Over the Counter mail

Additional Information
An IM officer picks up over the counter mail from the
front counter at 8.00am and 1.30pm each day.
Over the counter mail is stamped with a sequential
number and details are written on a tracking sheet
referenced by number by customer service staff.
Information Management cross check the reference
numbers for accuracy
Over the counter priority mail is scanned, registered
and distributed on the date of receipt

Electronically
Task

Additional Information

13 Faxes

Faxes are received electronically throughout the day
on the main Fax machine. (94055499)

14 Email

Emails are received by Customer Relations Centre
and they forward it to Information Management for
Registration and processing

6.

Responsibility for Implementation

Coordinator Information Management
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REVISION HISTORY
Version
1

Next Review
As required
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Workflow Correspondence Capture and Control.
Mail
received

Mail for opening

General mail
Mail is sorted
General Distribution /

S

Mail for opening

Distributed to pigeon
holes

General mail
All mail is
opened,
stamped and
sorted
Invoices sent
to Accounts

& B/As

Distributed to pigeon
holes

Payments sent
to CRC
Corporate
Mail for registration

Scanned and
registered to EDRMS

Standard Correspondence
Daybatched
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Web Management – Task
Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
All staff
(Date of EMT approval)

Policy Supported



2.

Recordkeeping Plan
Records Management Policy
Related Forms

N/A
3.

Purpose
This procedure outlines the steps to be taken to manage documents
published on the City's website.

4.

Definitions (only insert if necessary)
NA

5.

Procedure


Identify website records at the time of creation in their original formats.
Metadata describing the details of the posting to the website eg: dates,
format, authorisations for posting/removal should be embedded and/linked to
the record in the EDRMS also include sufficient metadata documenting the
content, context and structure of the records.



Full and accurate website records must be kept for as long as required for
business or accountability reasons refer to the applicable GDALG reference,
there is a need to establish the content of the website at any particular point
in time from the past.

All of this information must be available through HP Content Manager
6.

Responsibility for Implementation
Information Management

REVISION HISTORY
Version
1

Next Review
July 2020
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Scanning – Digitisation of Source
Records - Task Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
Information Management staff
(Date of EMT approval)

Policy Supported
 Recordkeeping Plan 2018
 Records Management Policy
 Digitisation of Source Records Management Procedure

2.

Related Forms
None

3.

Purpose
The purpose of this procedure is to assist the City in managing digital records.
These procedures will assist to establish sound records management
practices and a consistent approach with regard to the destruction of original
paper records which have been successfully digitised through scanning and
captured in the City of Wanneroo's corporate record keeping program HP
Content Manager (HP CM9).

4.

Definitions
NA

5.

Procedure

Capture requirements
HP Content Manager should be used for the capture of imaged corporate records as
it will capture the recordkeeping metadata that will facilitate record integrity,
preservation and retrieval.
Scanning of images/records must be done using Ezescan software and specific scan
hardware used by Information Management or by the City including scanning through
Multi-Function Devices (MFD’s) which must be set to the specification noted below.
5.1

Recommended Resolutions

5.1.1

Documents
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Digitization of text documents must be done to a level that ensures not only that the
text remains legible, but that any additional markings on the document are also
reproduced and retain their meaning for example a colour may mean something.

Size

Up to A0 - scan to original size

PPI

Minimum 300 ppi

Colours

Minimum 8 bit colour

Black & White

Minimum 1 bit

Greyscale

Minimum 8 bit greyscale

Long term file
formats

PNG, JPEG, JPEG2000, PDF/A with embedded text or PNG,
JPEG or JPEG2000 (for multipage documents)

5.1.2

Photographs

Digitization of photographs must be done to a level that ensures that all elements
in the photograph are able to be clearly discerned when shown on screen at 1:1
scale.
Size

Up to A0 - scan to original size

PPI

Minimum 600 ppi

Colours

Minimum 16 bit colour

Black & White

Minimum 16 bit greyscale

Long term
formats
5.1.3

file PNG, JPEG, JPEG2000, PDF/A with embedded text or PNG, JPEG or
JPEG2000 (for multipage documents)

Maps and Plans

Digitization of maps and plans must be done to a level that ensures all
elements in the map or plan are clearly discernable when shown on screen
at 1:1 scale, and that all types of crosshatching or other markings are
distinguishable from one another.
Size

Up to A0 - scan to original size

PPI

Minimum 300 ppi
Maps and plans with fine lines and detail will require high
resolution

Colours

Minimum 16 bit colour

Black & White

Minimum 8 bit greyscale
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Long term file
formats

6

PNG, JPEG, JPEG2000, SVG, PDF/A with embedded text or
PNG, JPEG or JPEG2000 (for multipage documents)

Scanning paper records using Ezescan Software

No.
1

Task
Turn on scanner

Additional Information
Pull down scanner document feeder
tray at front before turning on.
Turn (push) button on located at front
left of scanner.

2

Turn on scanning computer

3

Select Ezescan - Accessible from Desktop

4

Clean Scanner Flatbed and Feeder


5

Log in with User name and password

Note: The scanner should be cleaned
before scanning commences each
Release catch (open) to open scanner top to
morning.
expose scanner glass.



Wipe the glass strips (gently as they can
break) and rollers with a dry clean soft cloth.
If the glass remains unclean rub the glass
with moist clean paper (newspaper works
well) followed by a dry clean soft cloth



Ensure that all other surfaces in the scanner
document path are clean, dry and clear from
any blockages



Slowly and carefully lower the scanner
feeder until it clicks in.



This window appears



Insert documents to be scanned on the
scanner tray



Click on button “3. Other Documents” to start
scanning
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No.
6

Task
Ezescan scans the documents


7

Additional Information

Scanned document appears on the window
as shown

Quality Assurance
Quality Assure the scanned document

8

Commence Scanning


If the Quality Assurance of the Scanner
against the criteria listed in the Scanner Test
Target Sheet is satisfactory you may
commence scanning.



Finish scanning – Click on F4

Documents are batched in accordance with the
following criteria:


Priority of documents – generally BAs with
blank envelope followed by other BAs, DAs,
cheques, Infringement Appeals, Building and
Planning documents are the highest priority



At all times, but especially when scanning
sensitive documents (e.g. contracts), be
extremely careful to maintain the document
in the condition it was received



Right click to Delete or use Insert option to
add more pages for scanning
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No.
9

Task

Additional Information

Redacting documents
All credit card details will need to be redacted
from documents.
Click on the green pen icon as shown.
Then click on the box icon showing at the
bottom of the window.
Draw the box over the credit card details.

10

6.

Locate the Scanned Document


Go to HP Content Manager, Document
Queues and double click on Incoming Mail
queue



Select the document, documents are in
number order



Clicking on a document will open a scanned
copy of the document for review

Responsibility for Implementation
Information Management

City of Wanneroo – Recordkeeping Plan 2018
17/301000

Page 125 of 193

File Creation and File
Closure – Task
Procedure
Procedure Owner:
Distribution:
Date approved:

1.

Information Management
Information Management
20 March 2018

Policy Supported



2.

Recordkeeping Plan
Records Management Policy

Related Forms
N/A

3.

Purpose
The purpose of this procedure is ensure that a consistent method is used
when creating and closing files to provide an audit trail and reasons for the
opening and closure of files.

4.

Definitions (only insert if necessary)
N/A

5.

6.

Procedure


Employees at the City of Wanneroo can request files to be created and/or
closed by sending an email to the Information Management Helpdesk.



When requested files to be created staff should describe the type of
information they are going to store in the file for example it may be committee.
If this is the case they need to include the name of the committee and
whether or not it is internal or external to the City and if we have a managing
role eg: Agenda and minutes for a committee meeting external to the City



When requesting new files, employees must follow the
Classification Scheme (BCS) visible through HP Content Manager

Business

Responsibility for Implementation
Information Management

REVISION HISTORY
Version
2

Next Review
July 2020
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Appendix 6 – Excerpt of Email from CEO on Mandatory Records
Awareness Training
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Appendix 7 – Information Management Business Continuity Plan

INFORMATION
MANAGEMENT
CONTINUITY PLAN

April 2018
Information Management
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Document Details

Business Unit

Information Management

Document title

Information Management Business Continuity Plan

Document description

A Business Continuity plan to cover all aspects of continuing
business if a minor or major disaster occurs

Document number

12/77815

Document version

3

Version date

12/04/2018

Document Autorisation

Name

Signature

Written by

Ann Boyce

Reviewed by

Chandra Sharma

Date

12/04/2018

Document History

Version

Date

Author

Description

0.1 draft

5/7/2012

Ann Boyce

Information Management
Continuity Plan

Version 2

09/10/2012

Ann Boyce

Information Management
Continuity Plan

Version 3

12/04/2018

Chandra Sharma

Information Management
Continuity Plan
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SECTION 1

PLAN OVERVIEW
AND GENERIC
INFORMATION
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Records Disaster Planning
Introduction
As part of a good recordkeeping and as a requirement of the State Records Act 2000
it is essential that a disaster plan is devised and implemented within the City of
Wanneroo
A records continuity plan is a document that describes the procedures and tasks
devised to prevent, prepare and recover from disasters, when they occur. The
responsibility for performing these tasks is allocated to various staff members who
comprise 'the records business continuity team'. A records continuity plan needs to
be an integral part of any overall business continuity plan for the organisation. A vital
records plan is an integral part of the records continuity plan.
The records continuity plan will identify collections and records including all
categories of archival records, serials, monographs, manuscripts, maps, sound
recordings, computer discs, optical and videodiscs, pictorial materials, and their
related catalogues. It is also important to consider the protection of City of Wanneroo
vital records. These are those records without which the organisation could not
operate. All legal documents, essential files and financial records are included in this
category. The City of Wanneroo will ensure that its records continuity plan will comply
with its statutory requirements. To instigate a project to ensure that the records
within the control of the Records Centre can be recovered quickly and easily and that
City can continue to operate after a disaster.
Background
This is a revised version of the original continuity plan devised in 2007 and amended
in 2018.
Purpose
The purpose of this records continuity plan is to be proactive and determine the best
practice for protecting City of Wanneroo records from harm and if a disaster occurs
then ensuring the records can be recovered in a quick and timely fashion. To begin
the process the City of Wanneroo needs to identify:


Vital Records – those records that are deemed essential to reconstruct and
continue operations of the agency and to protect its organisational, legal and
financial interests. Generally, only 2–3 per cent of an agency’s records are vital
records.



General Records – are records such as permanent value general
correspondence of central offices or central boards, committees, etc easily
identifiable items or small groups of items of historical or artistic interest, eg plans
or drawings, diaries and personal papers of Mayors and Elected Members
records of personal interest, eg sports association contact lists and control
records, eg indexes, registers, etc.



Vulnerable Records - These can include magnetic tapes, photographic prints
and films.
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The procedures and process for dealing with individually identified disasters or
emergency according to their probability. The plan will determine the preventative
measures that can be undertaken by the organisation, and the response and
recovery procedures to ensure business continuity after the disaster.
Distribution
All officers of the Department will be made aware of the procedures and processes
required to ensure business continuity because of a records disaster. The Plan will
be available on City of Wanneroo intranet and will be mentioned during inductions
and specific staff meetings.
Scope
The scope of this project will include all records under the control of the City of
Wanneroo, it will cover all offices, libraries, community centres, depot etc.
The plan is designed as a framework for the identification of potential problems and
their resolution, the identification of key personal and the procedures they need to
follow.
Objective
The objectives of this plan are threefold:




To minimise the probability and effect of both minor or major emergencies
To ensure recovery from emergency as quickly as possible
To ensure that an optimum level of service is maintained.

Disasters affecting records
A definition of a disaster can cover an unrealistically wide view. For example, a water
leak affecting one shelf of paper records could be seen as being of minor importance
and therefore a minor emergency but if those records were vital to the agency that
could result in significant financial loss or had legal implications for City of Wanneroo
then one could see it as a major disaster for the organisation.
Many different disasters can occur to records such as:









Natural events such as earthquakes, cyclones, bushfires, floods or vermin,
Building failures, such as poor wiring, leaks in the roof,
Industrial accidents, such as chemical spills,
Technology problems such as computer equipment failures, computer
viruses,
Criminal behaviour, such as theft, arson, vandalism and
Accidental loss through human error,
Unsuitable storage conditions for the media stored and
The natural decay of materials.

Business continuity strategies
Business continuity strategies comprise the following:


Assessment of the risk to records and recordkeeping systems,
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Action planning to establish business continuity should an emergency occur,
The identification and protection of vital records,
The response and recovery procedures for implementing the plan to ensure
business continuity and the review of the response and recovery procedures

Future Changes
The records continuity plan will change in response to new business, client needs
and new technology. Refer all requests for change to the Coordinator Information
Management whose responsibility it is to:






Update these procedures,
Keep staff informed as to any changes
Review the procedures
Designate the responsible officers for each office and
Ensure there are no conflicts with the organisational business continuity plan.

Layout
The format of this document is easily maintained and it will enable section changes
and additions. It will be available in hard copy as well as published on the City of
Wanneroo intranet. Where possible topics are kept to one page in length. Each risk
identified will be arranged under the following headings:











Risk,
Likelihood,
Impact to organisation,
Likely scenario,
Functions affected,
Action,
Recovery,
Responsibilities,
Constraints and
Resources required.

References





NSW State Records www.records.nsw.gov.au
Saunders, Glenn, Sample DMU Business Continuity Plan
Didcoe, Rob, State Library of WA Emergency Plan
Ross Harvey, Preservation in Australian and New Zealand Libraries (2nd.
Edition)

Disaster Recovery Companies (operating in Australia)



BMS Catastrophe www.bmscat.com
Munters www.munters.com

In case of a disaster first port of call is WA State Records office 0894273365 for
advice and support.
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Contacts
Organisational contacts
Title

Name

Contact Details

Responsibility

Coordinator
Information
Management

Chandra
Sharma

Ph: 9405 5403

Overall for records
management and
Recovery Process

Archivist

Anna Szot- Ph: 9405 5528
Talikowska

Recovery process

IT Help Desk

Ph: 9405-5020

IT issues

Coordinator
Building
Maintenance

Mark
Stevens

Ph: 9405 5524
Email:

Building Issues

Coordinator of
Response
Recovery team.

Chandra
Sharma

Ph: 9405 5403

Co-ordinator and Record
Keeper.

Response
Recovery Team

Insurance and
financial advice

Responsible for recovery
procedures and ensuring
records continuity is
returned as soon as
possible.
Anna Szot- Ph: 9405 5528
Talikowska Email:

Alan Dwyer

Ph: 9405 5079
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Incidents
During

It is vital that all affected personnel are kept informed of progress
both positive and negative.
Keep the affected Business Unit staff advised at all times.
If any incident involves the public or the media immediately
contact the Director of Corporate Strategy and Performance

After

After each emergency an incident review and other tasks need to
be undertaken. These are standard regardless of the size or type
of incident therefore they are outlined here and not after each
individual risk.


Ensure business continuity by resuming normal services,



Contact all affected personnel to advise them that the
incident is over and things are back to normal,



Thank everyone involved, preferably in person, by
phone or email,



Review how the incident was managed and consider if
changes are necessary, if so change the records
continuity plan.
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Disaster Supplies and Equipment
Each publication has differing lists of supplies to keep on hand to aid with the
recovery program. The list below is one that CITY OF WANNEROO will quite easily
put together at low cost.

Archive Boxes (Lined)

Gloves (Cotton)

Plastic wrap
(Gladwrap)

Sponges

Bags /Freezer / Paper

Gloves
(Rubber)

Plastic Garbage
Bins

Tape

Blotting Paper

Labels

Plastic Bin Liners

Torches

Chalk

Mops/Buckets

Plastic crates

Wet/Dry
Cleaner

Clipboards

Newspaper

Plastic Paper Clips

Cloths (Various)

Paper (Clean)

Plastic cord

Electric Fans

Paper Towels

Pliers

Extension Cords

Pegs (Plastic)

Safety Helmets

First Aid Box

Pens & pencils

Scissors

Vacuum

Drying Documents Damaged by Water and Fire
(Preservation in Australian and New Zealand Libraries (2nd Edition)
Water is the cause of most of the damage to paper documents, this can come from
flooding or even the water used to put out a fire. There are two methods which, can
be used when recovering from a disaster where water is the main culprit these are air
drying and freeze drying, the one used is dependent on the extent of the damage.
Where extensive damage has occurred it is advised that a trained conservator from
the State Records Office is contacted. It is also important that records are continually
checked for the growth of mould after the disaster recovery phase is completed.
Freeze Drying
Freeze drying is used for drying large quantities of records, it inhibits mould and
mildew growth and it stabilises inks and dyes.
1. Place the wet records in plastic bags and freeze them
2. Then place in a vacuum chamber and the water evaporates.
Freeze drying is not recommended for photographic records as their surface may
become damaged.
This is a costly option and a decision to go this way would depend on the budget
available and the type of records involved and would need to be undertaken by
experienced contractors.
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Fire
Fire damaged records should be left to an experienced conservator as the effects of
fire can include heat, soot, burnt edges, melted plastic coverings and quite possibly
water damage.
Refer to the WA State Records Office for the assistance of a conservator
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Air drying records
The City of Wanneroo has various types of records and the following chart outlines
the way to air dry these after a disaster involving water. This is recommended only
for those records that have not been soaked if it is done immediately. I suggest this
be undertaken in Leschenaultia room if it is available because it will have good air
circulation and the humidity factor should be able to be adjusted to between 25% and
35%.

Files

Files should be laid flat, with the pages interleaved with paper
towels.
Target cool air upward unto the pages.
The towels should be replaced when wet

Bound Registers
etc. E.G. Minute
Books

Clean dirt or mud with a sponge and running water.
Place upright on paper towels with the covers slightly opened in
front of a fan or an open window.
The use of a heater will encourage mould and mildew.

Brochures

Brochures are published extensively by CITY OF WANNEROO.
Hang the brochures on drying racks or on a line made with
plastic cord.

Plans and Maps

Plans and maps are held within paper files or envelopes in the
basement compactus area as well as throughout the
organisation.
Interleave the plans/maps with paper towelling or blotting paper
Press dried under heavy boards, which are evenly weighted.

Vault Indexes

The City of Wanneroo has two lever arch files, which hold the
paper indexes for the old Vault files prior to 1999. Complete
copies of the files are held at Recall in box number
C5507492852.

Photographic
Prints

The City of Wanneroo has many photographs held throughout
the organisation and whilst many of these have been saved
digitally the original prints if water damaged can be saved by
air-drying if treated immediately.
Separate the photographs to prevent the emulsion sticking.
Rinse with cool water and place the photographs emulsion side
up on blotting paper. OR
Hang to dry ensuring that clips are placed on non-image areas
and separated from each other.
If the photographs are very wet
Immerse in clean cold water in polyethylene bags.
Send to a processing lab for reprocessing and drying.
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For historic photographs see a conservator at the State
Archives Office.
Photographic
Negatives

Photographic negatives should be air dried
Remove from their envelopes.
Washing in clean running water.
Dry flat with the emulsion side up.

Records Collection
Vital records Listing
Vital records are records:



That are essential for the ongoing business of the organisation, and without
which it could not function effectively.
They are those records, which strengthen the legislative financial and
operational basis of the organisations functions.

Some of the records may be considered vital only in the short term or may retain this
status indefinitely. Vital records can also be those records that have little business
value but have strong societal value. They can include:





Original signed copies of agreements, contracts, leases and licences,
Official signed copies of minutes of meetings or committees of the City,
Financial and personnel records,
Policy records, and other records of continuing value to the organisation
and/or the community.
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General records listing
These are records such as permanent value general correspondence of the
organisation, committees, etc easily identifiable items or small groups of items of
historical or artistic interest, eg plans or drawings diaries and personal papers of the
CEO records of personal interest, eg sports association contact lists, control records,
eg indexes, registers, etc.
The following records have been identified as being of a general nature within
City of Wanneroo
General
Records

Format

Current
Location

General
Files based
on the file
plan.

Paper
and
Electroni
c

All CoW
offices
Iron
Mountain
Basement
storage

Building
(BA’S) &
Developme
nt Plans
(DA’S)

Paper
and
Electroni
c

Old City of
Wanneroo
records.

Microfic
he

Rates
Forms

Paper
and
Electroni
c

Copy
Availabl
e

Copy
Format
Electroni
c

Location
of copy

Responsib
le Officer

HP CM9

Coordinato
r
Information
Manageme
nt

PowerDo
cs
Vault

Email:

Planning &
Sustainabili
ty
Iron
Mountain
Basement
storage

Yes

Basement
storage

N/A

Electroni
c

HP CM9

Coordinato
r
Information
Manageme
nt
Email:

N/A

N/A

Archivist
Email:

Iron
Mountain
Basement
storage

Yes

Electroni
c

HP CM9

Iron
Mountain

Coordinato
r
Information
Manageme
nt
Email:

Dog
registration
Forms

Paper
and
Electroni
c

Policies
Paper
and
and
Procedures Electroni
c

Civic
Centre
Extension

Yes

Informati
on held in

Authority

Ranger &
Safety
Services
Manager

HP CM9

Coordinato
r
Information
Manageme
nt

Authority

Iron
Mountain
All CoW
Offices
Iron
Mountain

Yes

Electroni
c

Email:
City of Wanneroo – Recordkeeping Plan 2018
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Invoices

Paper

Finance

Yes

Informati
on held in
Authority

Authority

Finance
Manager

Purchase
Orders

Electroni
c

Contracts
& Property

Yes

Electroni
c

Authority

Coordinato
r Contracts
& Property

Note: This listing is not complete and will be added to, as new record types are uncovered.
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Vulnerable records listing
The following records have been identified as being held in a vulnerable
format.
Records

Format

Building
Plans

Microfiche

Current
Location
Basement
storage
Iron
Mountain

Copy
Available
Yes

Copy
Format
Hard
copy

Location Responsible
of copy
Officer
Offsite
Coordinator
Storage – Building
Iron
Mountain

Note: This listing is not complete and will be added to after discussions with each division.
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RISK MANAGEMENT
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Risks from Natural Events

Large numbers of hardcopy documents lost

Likelihood

Low

Impact

High

Likely Scenario

Fire or Flood damage.

Function affected

File and document retrievals, all document based activities

Action

Advise Coordinator Information Management immediately
Advise all affected business units
Discuss short and long term implications
MUST – Include all stakeholders in discussions.

Recovery

Investigate ways and means to recreate from other paper or
electronic files,
from individual officers
from suppliers.

Prevention

Ensure that all vital records
have been identified
that copies are held offsite
that they are held in digital format

Responsibility

Coordinator Information Management to co-ordinate and
ensure preventative measures taken.

Resources

Offsite storage – CD’s – Network

Location

Civic Centre Offices
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Specific document, file or box lost

Likelihood

Low

Impact

Variable – Potentially very severe

Likely Scenario

CCC request - FOI request – Contracts

Function affected

Document retrieval activity

Action

Do audit check to determine last known location and previous
holders
Check with previous holders
Send organisation wide email
If document is irretrievably lost discuss issue with stakeholders
Make a file note detailing the search undertaken.

Recovery

Investigate ways and means to recreate from other paper or
electronic files, from individual officers from suppliers.

Prevention

Conduct audit checks when possible
Train staff in responsibilities

Responsibility

Co-ordinator Information Management to co-ordinate and
escalate if required.

Resources

All records staff and other interested parties as required.

Location

All offices of the City of Wanneroo
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Fire or Water damage to Documents

Likelihood

Low

Impact

Medium

Likely Scenario

Stormwater Damage in basement – Damage from water hoses
putting out a fire.

Function affected

Business Units using files and Records Management issuing
and returning files,

Action

If water damage occurs when staff are present put poly tarps
over shelving units
Move records on bottom shelves to a higher location
Advise all business units of problem
If documents are lost see Large numbers of hardcopy
documents lost
Assess damage

Recovery

If damage is substantial call the State Records Office for
advice.
OR call BMS Catastrophe and Munters to get quotes for
removal drying and cleaning.
If manageable follow the instructions in Section Drying
documents damaged by water and fire. (Page 12)
If documents need drying this should begin within
24hours.

Prevention

Ensure all maintenance on building has been done.

Responsibility

Senior Officer present

Resources

Supplies as required and listed in section Disaster supplies and
equipment, (Page 12) email, phones,

Location

Any Office or Basement storage area
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Risks from Building/Structural failure
Power is unavailable

Likelihood

Medium

Impact

High

Likely Scenario

Lights and power points only

Function affected

All functions, if incident is long will affect people in the records
management office and in the Archive Area. Will impact on
filing, and archiving.

Action

A total power blackout will mean no lifts, lights, phones or
computers. The CoW Disaster Contingency Plan will manage
this.
Find out the extent and the duration of the problem – contact
Manager Customer and Information Services or Director
Corporate Strategy and Performance if there are no general
broadcasts.
.

Recovery

Recovery will commence when power is restored, by checking
that the electronic records last worked on have been reinstated.

Prevention

Prevention as described in the CoW Disaster Contingency
Plan.

Responsibility

Senior staff member present to co-ordinate and escalate if
required.

Resources

Mobile Phone, rechargeable flashlights

Location

Information Management or Archives storage area
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Building is unavailable

Likelihood

Low

Impact

High

Likely Scenario

Fire, Bomb Threat, Security doors unable to be opened

Function affected

All functions are affected

Action

Follow the CoW Disaster Contingency Plan.
If documents have been destroyed see entries under lost
documents
If documents have been damaged see entries under Fire and
Water damage

Recovery

Follow the CoW Disaster Contingency Plan.
If documents have been destroyed see entries under lost
documents
If documents have been damaged see entries under Fire and
Water damage

Prevention

Ensure building is adequately secure.
Ensure Fire Prevention devices are working.
Monitor access security

Responsibility

Director Corporate Strategy and Performance
Co-ordinator Information Management to contact Manager
Executive Services to determine alternate arrangements

Resources

Telephone and Email

Location

Civic Centre offices
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Basement Compactus area is unavailable

Likelihood

Low

Impact

High

Likely Scenario

Fire

Function affected

All functions

Action

Coordinator Information Management to determine extent of the
damage and the timing of entry availability in consultation with
Building Maintenance
If documents have been destroyed see entries under lost
documents
If documents have been damaged see entries under Fire and
Water damage
Manager Customer and Information Services to inform all staff
of the problem.

Recovery

Coordinator Information Management to determine extent of the
damage and the timing of entry availability and escalate to
Manager CIS if necessary
If documents have been destroyed see entries under lost
documents
If documents have been damaged see entries under Fire and
Water damage

Prevention

Ensure building is adequately secure.
Ensure Fire Prevention devices are working
Monitor access security

Responsibility

Co-ordinator Information Management to contact Manager
Executive Services
Co-ordinator Information Management to co-ordinate contacting
records staff, Building, Planning and HR staff.
All staff with access to the basement storage area to contact
Co-ordinator Information Management

Resources

Phone - Email

Location

Basement storage area at the Civic Centre
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Outlying Office, Library, Community Centre, Depot etc: is unavailable

Likelihood

Low

Impact

Medium

Likely Scenario

Fire – Bomb threat – Moving offices

Function affected

Inter-office Mail delivery, Library book deliveries

Action

Hold Inter-office mail at the Civic Centre
Advise other offices to hold mail
Advise the Courier to hold the deliveries
If documents have been destroyed see entries under lost
documents
If documents have been damaged see entries under Fire and
Water damage

Recovery

If documents have been destroyed see entries under lost
documents
If documents have been damaged see entries under Fire and
Water damage

Prevention

Ensure building is adequately secure.
Ensure Fire Prevention Devices are working
Monitor access security
Advise all responsible staff and arrange alternate deliveries.

Responsibility

Refer to the City of Wanneroo Disaster Continuity Plan
Co-ordinator Information Management to co-ordinate mail and
Library deliveries

Resources

Phone – Email

Location

Any outlying office
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Risk from Industrial accidents
Petrol or Chemical Spill

Likelihood

Low

Impact

High

Likely Scenario

Tanker involved in an accident outside the Civic Centre.
Need to evacuate or entry to the building is disallowed.

Function affected

All Functions.

Action

Contact the Manager Executive Services to determine extent of
spillage and likely timeframe for access.
Follow the CoW Disaster Contingency Plan.

Recovery

Follow the CoW Disaster Contingency Plan.

Prevention

Ensure building is adequately secure.

Responsibility

Coordinator Information Management to contact Manager
Customer and Information Services
Coordinator Information Management to co-ordinate contacting
records staff
Records staff to contact Co-ordinator Information Management

Resources

Phone - Email

Location

Civic Centre
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Risks from Technological breakdowns
Software Email or Network Down

Likelihood

Low

Impact

High

Likely Scenario

Malfunction with the Email service provider or the Local Area
Network (LAN)

Function affected

All personnel and business units requesting new files or
volumes

Action

Determine the length of time the service, is expected to be
disrupted.
If less than 30 minutes no action.
If longer than 30 minutes inform all staff in CoW offices and
advise them to use the telephone to contact records staff.
If more than 2 hours hold discussions with IT staff to determine
ways and means of email delivery.
Refer to CoW disaster continuity plan

Recovery

Check for Emails requesting new files etc
Check that emails for filing have been recovered.

Prevention

Improve Phone Lines or use ASDL Lines.

Responsibility

Coordinator Information Technology to coordinate and escalate
if required.

Resources

Phone.

Location

CoW Offices
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Hardware Problems

Likelihood

Low

Impact

Low

Likely Scenario

Malfunctioning PC, Printer, Barcode Scanner, Scanner, etc.

Function affected

Any or All

Action

For PC’s and Printers, Contact the Help Desk
Switch to another PC or printer in the interim if possible.
For other records equipment eg: Barcode scanner contact the
supplier or manufacturer.

Recovery

Complete backlog of work from the time the hardware was
unavailable.

Prevention

Ensure that all hardware is maintained and updated on a
regular basis.

Responsibility

Coordinator Information Technology present and escalate if
required

Resources

Phone

Location

Information Management office
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Phone System unavailable

Likelihood

Low

Impact

Medium

Likely Scenario

Phone system or phone line problems

Function affected

Business Units, CoW staff requesting advice, files and supplies.

Action

Contact IT Help desk
Short duration – Email all staff re: the situation
Lengthy duration – Email all the staff and ask them to
communicate by email or mobile phone giving mobile phone
number.
Communicate with IT and keep all staff informed.

Recovery

Check for phone messages.

Prevention

Ensure phone system is maintained.

Responsibility

Coordinator Information Technology present to coordinate and
escalate if required.

Resources

Email, mobile phone

Location

Metro Office

Page 156 of 191

Risks from Criminal behaviour
Hard copy or electronic files are destroyed.

Likelihood

Low

Impact

High

Likely Scenario

Disaffected employee

Function affected

Records Management, Information Systems and specific
functional areas to which the destroyed files refer.

Action

Contact the Manager Information Technology to determine the
extent of the problem.

Recovery

Try to reconstruct hard copy or electronic files form backups,
and documents from other City of Wanneroo systems if they
are available.

Prevention

Ensure all security protocols have been complied with.

Responsibility

Coordinator Information Management and Information
Technology

Resources

Information systems, IS Officers and Records staff along with
other interested parties.
Phone, Email.

Location

All City of Wanneroo offices
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Risks from accidental loss through human error
Documents destroyed inadvertently

Likelihood

Low

Impact

Low – Medium – High dependant on document type.

Likely Scenario

Documents mixed with records to be destroyed

Function affected

Records Management, and the specific function to which the
documents belong.

Action

Identify documents involved.

Recovery

Attempt reconstruction of the documents from electronic copies
held in HP CM9 or other City of Wanneroo systems.

Prevention

Review and alter disposal procedures if warranted.
Retrain staff.

Responsibility

Coordinator Information Management

Resources

Coordinator Information Management, System Administrator,
other interested personnel. Telephone, Email and any City of
Wanneroo systems.

Location

All City of Wanneroo offices
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Risks from Storage conditions and material decay
Pest infestations in basement storage (Insects and Rodents)

Likelihood

Low

Impact

Medium

Likely Scenario

Infestation by White Ants, Silver Fish or Rodents

Function affected

Archives and Records Management

Action

Identify infestation
Contact Pest Controller (Contact
Maintenance for contact information)

Coordinator

Building

Inform appropriate business units
Identify those files and documents, plans etc that are infected
Separate from main collection and proceed to clean up.
Recovery

Using surgical gloves and a mask separate and
clean the records carefully and replace the files.
If any of the records cannot be saved try to reconstitute from
other sources.

Prevention

Be alert to pest infestations
Place rodent baits around perimeter
Fumigate compactus area on a regular basis

Responsibility

Coordinator Information Management

Resources

Telephone, Email, Baits

Location

Basement compactus storage area
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Mould and Mildew

Likelihood

Low

Impact

Medium

Likely Scenario

Damp from being in the basement.

Function affected

Archives and records management

Action

Identify affected area
Identify those files and documents that are affected
Separate from main collection and proceed to clean up.

Recovery

Using surgical gloves and a mask separate and
clean the records carefully and re file the documents.
If any of the records cannot be saved try to reconstitute from
other sources.

Prevention

Be alert for dampness around the walls of the basement area.

Responsibility

Coordinator Information Management

Resources

Telephone, Email,

Location

Basement storage are in the Civic Centre
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SECTION 3

Internal Records
Management Processes

Page 161 of 191

Policies and Procedures

REFER TO THE CURRENT INFORMATION AND RECORDS MANAGEMENT POLICY
AND PROCEDURES MANUAL

Retention and Disposal
Archives management is an integral part of records management. The principal aim is to ensure
efficient and economical management of State records by:



prompt destruction of records no longer needed for legal, fiscal, administrative, research or
other reasons; and
identification and preservation of those records which must be retained permanently or for
designated periods.

The records are to be maintained in a secure manner over their lifecycle and are to be disposed of
in accordance with the General Disposal Authority for Local Government Records.
General Disposal
Authorities

The City of Wanneroo uses the Local Government
General Disposal Authority developed by the West
Australian State Records Office.
The GDALG Schedule specifies periods of retention of
the City’s records regardless of their format, and relate
to both hard copy and electronic form. Disposal of City
of Wanneroo records, consistent with the Schedule,
may be effected by:


Freedom of Information

transfer to permanent storage (for records of
permanent evidential value); within the City. We are
currently investigating placing a permanent archival
storage facility within the new Library and Museum
building.
 transfer to secondary storage, offsite (Recall) or
destruction
Before records may be destroyed, verification must be
made that no Freedom Of Information request exists in
relation to those records. If an application exists, the
records must be kept until such time as the Freedom Of
Information action has been completed. (Liaise with the
Coordinator Information Management on 94055403)

What records need to be Records THAT NEED to be Retained.
retained.
Records of corporate value that relate to the City’s
operations and contain evidence of business
transactions significant to the City must be retained.
Records that must be maintained or disposed of through
the formally approved process, include but is not limited
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to, all the following documents where they relate to the
City’s operations:
EXAMPLES of material that needs to be retained
include:
Email, memos and similar documents (authors are
responsible for printing and retaining copies for file);
Agenda’s and minutes of all formal meetings;
Original Photographs;
Diaries – Elected Members CEO, Directors, Managers
and other officers if they record evidence of their
business activity.
Draft policy reports, papers and other documents where
they record a history of policy or decision development;
Correspondence with clients and other government and
non-government organisations;
Application forms;
Financial reports;
Receipts, invoices and similar accounting and taxation
records;
Employee history or personnel records; and
Recruitment and selection records.
What records do not need Material of ephemeral nature, containing short-lived
to be retained.
information referring to non-business matters of the
Department, and photocopies of original documents that
have already been placed on file, can be disposed of at
the employees’ discretion.
EXAMPLES of material that need not be retained
include:
Social email;
Business email received from other employees (the
author of electronic message is responsible for printing
out and filing the required copies) or material similarly
duplicated and held elsewhere;
Junk mail or similar promotional material from outside
the Department;
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Preliminary drafts of reports or other working documents
that have not been circulated for comment, or otherwise
become part of a policy development or decision
process;
Old manuals and similar documents published by other
Government agencies; and
Annotated reports extracted from computer systems and
where the report can be duplicated, albeit in a different
form, at some later date.
Destruction Approvals

The destruction Approvals process is documented in
(PowerDocs #539838)

How to arrange document Currently undertaken by the Offsite Storage Provider
destruction
Iron Mountain
Contact Information

Refer to Section 1 Page 10

State Records Office (SRO)

The State Records Office oversees compliance with records legislation in WA. Electronic copies of
correspondence can be found on file number 1918.
Contact Information is available in Section 1 - Page 10
City of Wanneroo Recordkeeping Plan
A copy of the current City of Wanneroo RecordKeeping Plan can be found in HP CM 9 document
number 17/301000
HP Content Manager 9 (HP CM9) electronic document and records management system
The City of Wanneroo electronic document and records management system is HP Cm9. It is
integrated with the Authority system and the InfoCouncil system.
For Contact Information Refer to Section 1 Page 10
Staff Inductions
Inductions are undertaken for all new staff on a monthly basis.
developed and is presented to all new staff. HP CM9 11/142848

A welcome package has been

All new staff are required to sign off the training sheet when training is finalised. HP CM9 11/142848
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Outlying Offices
CITY OF WANNEROO has offices, libraries and community centres and a works depot.
Whilst they are all connected to and use the HP CM9 system they have particular needs and
individual methods of complying with legislation.
Each office has administrative staff that are responsible for the recording of correspondence into HP
CM9, these are known as receiving officers. The records management office is not responsible for
the mail accounts at the City of Wanneroo offices. This is the responsibility of the Finance
department and all accounts received by the IM team are forwarded to the Senior Accounts Payable
Officer.
Assistance for Retention and Disposal in outlying offices can be accessed through the archivist on
X5528.
Records management centre equipment
Equipment

Details

File Covers

City of Wanneroo File covers are Fullvue file covers reorder code 165720.
They are Printed on the front with the organisations
name and a table. Dexion / Castledex has a copy of the
artwork.
See Section 1 Page 10 for contact information.

Barcode Reader

Purchased from
Information Proficiency/Sigma Data.

Compactus

Purchased from Dexion

Shelving Units/Cabinets

Purchased from Dexion
See Section 1 Page for contact information.

Scanner

Purchased from Canon
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Legislation
Recordkeeping is governed by a number of legislative Acts and Standards. The principle
Recordkeeping legislation is the State Records Act 2000 and the accompanying State Records
(Consequential Provisions) Act.
LEGISLATION

DESCRIPTION

State Records Act 2000

The State Records Act 2000 is the most important
change to the way government organisations care for
their records since the Library Boards Act in 1951 1983. Its aim is to improve record keeping practices
and ensure additional public sector accountability
through effective record keeping, improved standards
and the monitoring of agency record keeping. The
State Records Commission reports directly to
Parliament.
The City of Wanneroo is subject to the provisions of
the Act. The Act replaces the record keeping and
archiving provisions of the Library Board of WA Act
1951-1983 and provides for the establishment of an
independent State Records Commission.
The City of Wanneroo’s original RecordKeeping Plan
was approved in 2004 for three years and it is
currently under review.
The City of Wanneroo is required to report to the
State Records Commission at the direction of the
Commission regarding compliance with the
RecordKeeping Plan.
A RecordKeeping Plan is a document in respect of a
State organisation setting out:-

Freedom of
Act 1992 -

(a)

the matters about which records are to
be created by the organisation; and

(b)

how the organisation is to keep its
government records

Information Provides for public access to documents kept by the
State Government Agencies. Agencies must state
the types of information they keep in their annual
reports.
When a member of the public requests information,
the City of Wanneroo must identify and preserve all
relevant records, regardless of their disposal status,
and retain them until action on the request and on
any subsequent reviews, by the Information
Commissioner or the Supreme Court, are completed.
The Act also sets out how the Department may
correct, annotate or update records if a member of
the public shows that the information in them is false.
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Acts
Amendment The Evidence Act 1906, WA has been amended and
(Evidence) Act 1999
the modifications to the best evidence rule allow for
micrographic reproductions of records to be accepted
as the best evidence in cases where the original
record has been destroyed. Under the new
amendments the contents of reproduced records are
presumed to have been reproduced accurately,
unless the contrary is proved.
The changes to the Evidence Act also allow for
electronic reproductions to be accepted as evidence,
although caution is advised in this regard as the new
legislation is yet to be tested in the Courts.
Privacy Act

Currently Western Australia does not have a
Privacy Act. The Information Privacy Bill 2007 was
introduced to Parliament on the 28/3/2007.
Until this is passed by parliament it is advisable that
we are guided by the Information Privacy principles of
the Federal Act, which was amended in December
2000. Privacy Act 1988 (Section 14 – Information
Privacy Principles) - Organisations in possession or
control of records of a personal nature must ensure
that the information is protected by security measures
to safeguard against loss, unauthorised access,
modification, disclosure or misuse.

Recordkeeping Standards

Recordkeeping Standards are the benchmark of
quality management and for records management the
most recent standards for record keeping are the
Australian/International Standard 15489, these
replace the Australian Standard 4390. CITY OF
WANNEROO record keeping is currently being
brought up to these standards. The Public Records
Office of Western Australia – Policies and Standards.
State Records Commission Principles and Standards
Standard 1 – Government Recordkeeping
Standard 2 – Recordkeeping Plans
Standard 3 – Appraisal of Records
Standard 4 – Restricted Access Archives
Standard 5 – Compulsory Transfer of Archives
Standard 6 – Outsourcing
Standard 7 – Storage (soon to be released)
Standard 8 – Digital Records (soon to be released)
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Electronic
Act 2003

Transactions This Act recognises the importance of electronic
transactions as a way of doing business between the
Western Australian community and government
agencies.
It provides
(a) that subject to certain exceptions, a transaction is
not invalid for the purposes of law of the State
because it took place by electronic communication.
(b) that things that can or have to be done under the
law of the State in relation to any of the following
matters can generally be done by electronic
communication -

Page 168 of 191

Appendix 8 – Digitisation of Source Records Management Procedure

DIGITISATION OF SOURCE
RECORDS MANAGEMENT
PROCEDURE

Procedure Owner:
Contact Person:
Distribution:
Date of Approval:

1.

Policy Supported



2.

Records Management Plan
Records Management Policy
Related Documents and/or Forms





3.

Information Management
Coordinator Information Management
All Employees

General Disposal Authority for Source Records – June 2016
State Records Commission SRC Standard 8 – Digital Recordkeeping – June 2016
Digitisation Specification: A Recordkeeping Guide for State Organisations – June 2016
Digitisation Task Procedure
Purpose

The purpose of this Management Procedure is to ensure that the City of Wanneroo (the City)
complies with the General Disposal Authority for Source Records that will enable the City to legally
destroy source records that have been successfully digitised in accordance with the Digitisation
Specification approved by the State Records Commission.
The City will ensure that digitised information is as authentic, reliable and usable as the source
material from which it is created.
4.

Procedure

4.1

The City of Wanneroo will comply with all digitisation processes outlined in the General
Disposal Authority for Source Records and the SRC Standard 8 on Digitisation Specification
(Refer to attachment 1 and 2 in this document.

4.2

The General Disposal Authority for Source Records gives general authority to dispose of
digitised source records provided a number of conditions on the conversion process have
been met. These conditions are:
a) A risk assessment has been carried out on the risks an agency incurs in converting the
records;
b) A full and accurate copy of the source record has been created (according to the
Digitation Specification);
c) The digitised record becomes the official record of the business of the City;
d) The Source record is captured in City’s Electronic Document and Records
Management System at the time of digitisation;
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e) The converted record is managed in a system that is designed to ensure access for
the full retention period of the record;
f) Appropriate Quality assurance is in place and in line with best practices such as NZS
ISO 13028 Information and documentation – Implementation Guidelines for digitisation
of records and AS NZS ISO 15801:2014 – Electronic Imaging – Information Stored
Electronically – Recommendations for Trustworthiness and Reliability;
g) The City’s permanent and temporary records are digitised in accordance with the SRC
Standard 8 on digitisation and may be destroyed in accordance with the General
Disposal Authority for Source Records;
h) The Source Records that are identified as State Archives Records and were created
after 2000 are digitised. The digitised version for State Archives Record should be
kept in the long term storage file format which is PDF/A or JPEG/2000;
i) The Source Records that are identified as State Archives Record and were created
prior to 2000 can be digitised but hard copies are not destroyed;
j) The source record does not have value as a physical artefact;
k) The Source record is disposed of according to the State Records Office Standard and
the General Disposal Authority for Source Records with appropriate Approval from the
City’s CEO or his delegate
5.

Risk Management

Risk Description

Likelihood

Consequence

Inherent
Risk

Controls

Residual
Risk

The authenticity of
the record cannot be
ascertained from the
converted record

Possible

Major – record
cannot be relied
upon in a legal
context as an
authentic record

Significant

Processes and
metadata
standards should
be implemented

Medium

A full and accurate
record may not result
from the digitising
process, e.g. pages
missing

Likely

Minor –
temporary loss
of information rescanning can
be done

Medium

Processes outlined
in Scanning of
Digitisation of
Source Records
Task Procedure

Low

Converted records
may not be used as
the official record of
the business

Likely

Moderate –
source records
may be
annotated
instead of the
converted
records

Significant

Processes outlined
in Management
Plan for the Source
Records.

Medium

Converted records
may be large in file
size causing a slow
response time to
view from the
desktop

Likely

Moderate staff may not
accept digitised
records due to
usage issues

Significant

Software and
hardware may
need to be
upgraded

Medium
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Risk Description

Likelihood

Consequence

Inherent
Risk

Controls

Residual
Risk

Security of converted
records may be
compromised due to
the ease with which
electronic documents
are copied and
disseminated

Likely

Major – breach
of privacy /
confidentiality

High

Security controls
are in place in the
EDRMS

Low

Converted records
may be lost due to
hardware failure or
disaster

Unlikely

Major –
permanent loss
of Council
records

Significant

Backup and restore
are in place

Low

Organisational
resistance to
acceptance of
digitised information
as official record

Likely

Moderate staff may not
accept digitised
records due to
usage issues

High

Education,
promotion &
training. Active
endorsement from
Management

Low

5.

Retention and Destruction of Source Records

The source records are to be kept for an appropriate length of time after digitising for quality
control purposes and in line with the General Disposal Authority for Source Records. An
excerpt from the GDA is as follows:

No

Source Record

Retention

1

Day-to-day, high volume
administrative “transactional” records.

Retain source records until accuracy and
integrity of the reproduction has been verified
– only then may the source records be
destroyed.

e.g. accounting records such as
purchase orders, invoices, receipts,
etc.
2

All other source records not
included above

Retain source records at least 6 months to
ensure that:


digital reproductions have been created
in accordance with the Digitization
Specification; and



all quality control and assurance
procedures and checks are successfully
completed; and



Re-digitisation of the source records has
been undertaken where needed.
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Only then may the source records be
destroyed.
6.

Approval for Destruction

No destruction of Source records should occur unless it has been approved for destruction by the
following:




Archivist
Coordinator Information Management; and
Chief Executive Officer or his delegate

In some cases relevant Managers will be consulted prior to actual destruction.
7.

Responsibility for Implementation

Information Management

REVISION HISTORY
Version
1

Next Review
July 2020

Record No:
18/90275
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Appendix 8 (Cont’d) Scanning – Digitisation of Source Records Task Procedure

Scanning – Digitisation of Source
Records - Task Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
Information Management staff
(Date of EMT approval)

Policy Supported
 Recordkeeping Plan 2018
 Records Management Policy
 Digitisation of Source Records Management Procedure

2.

Related Forms
None

3.

Purpose
The purpose of this procedure is to assist the City in managing digital records. These
procedures will assist to establish sound records management practices and a consistent
approach with regard to the destruction of original paper records which have been
successfully digitised through scanning and captured in the City of Wanneroo's corporate
record keeping program HP Content Manager (CM9).

4.

Definitions
NA

5.

Procedure

Capture requirements
HP Content Manager should be used for the capture of imaged corporate records as it will capture
the recordkeeping metadata that will facilitate record integrity, preservation and retrieval.
Scanning of images/records must be done using Ezescan software and specific scan hardware used
by Information Management or by the City including scanning through Multi-Function Devices
(MFD’s) which must be set to the specification noted below.
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5.1

Recommended Resolutions

5.1.1

Documents
Digitization of text documents must be done to a level that ensures not only that the text
remains legible, but that any additional markings on the document are also reproduced and
retain their meaning for example a colour may mean something.

Size

Up to A0 - scan to original size

PPI

Minimum 300 pip

Colours

Minimum 8 bit colour

Black & White

Minimum 1 bit

Greyscale

Minimum 8 bit greyscale

Long term file
formats

PNG, JPEG, JPEG2000, PDF/A with embedded text or PNG,
JPEG or JPEG2000 (for multipage documents)

5.1.2

Photographs

Digitization of photographs must be done to a level that ensures that all elements in the
photograph are able to be clearly discerned when shown on screen at 1:1 scale.
Size

Up to A0 - scan to original size

PPI

Minimum 600 pip

Colours

Minimum 16 bit colour

Black & White

Minimum 16 bit greyscale

Long term
formats
5.1.3

file PNG, JPEG, JPEG2000, PDF/A with embedded text or PNG, JPEG or
JPEG2000 (for multipage documents)

Maps and Plans

Digitization of maps and plans must be done to a level that ensures all elements in the
map or plan are clearly discernible when shown on screen at 1:1 scale, and that all types
of crosshatching or other markings are distinguishable from one another.
Size

Up to A0 - scan to original size

PPI

Minimum 300 pip
Maps and plans with fine lines and detail will require high
resolution
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Colours

Minimum 16 bit colour

Black & White

Minimum 8 bit greyscale

Long term file
formats

PNG, JPEG, JPEG2000, SVG, PDF/A with embedded text or
PNG, JPEG or JPEG2000 (for multipage documents)

6

Scanning paper records using Ezescan Software

No.
1

Task
Turn on scanner

Additional Information
Pull down scanner document feeder
tray at front before turning on.
Turn (push) button on located at front
left of scanner.

2

Turn on scanning computer

3

Select Ezescan - Accessible from Desktop

4

Clean Scanner Flatbed and Feeder


5

Log in with User name and password

Note: The scanner should be cleaned
before scanning commences each
Release catch (open) to open scanner top to
morning.
expose scanner glass.



Wipe the glass strips (gently as they can
break) and rollers with a dry clean soft cloth.
If the glass remains unclean rub the glass
with moist clean paper (newspaper works
well) followed by a dry clean soft cloth



Ensure that all other surfaces in the scanner
document path are clean, dry and clear from
any blockages



Slowly and carefully lower the scanner
feeder until it clicks in.



This window appears



Insert documents to be scanned on the
scanner tray



Click on button “3. Other Documents” to start
scanning
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No.
6

Task
Ezescan scans the documents


7

Additional Information

Scanned document appears on the window
as shown

Quality Assurance
Quality Assure the scanned document

8

Commence Scanning


If the Quality Assurance of the Scanner
against the criteria listed in the Scanner Test
Target Sheet is satisfactory you may
commence scanning.



Finish scanning – Click on F4

Documents are batched in accordance with the
following criteria:


Priority of documents – generally BAs with
blank envelope followed by other BAs, DAs,
cheques, Infringement Appeals, Building and
Planning documents are the highest priority



At all times, but especially when scanning
sensitive documents (e.g. contracts), be
extremely careful to maintain the document
in the condition it was received



Right click to Delete or use Insert option to
add more pages for scanning

Page 176 of 191

No.
9

Task

Additional Information

Redacting documents
All credit card details will need to be redacted
from documents.
Click on the green pen icon as shown.
Then click on the box icon showing at the
bottom of the window.
Draw the box over the credit card details.

10

Locate the Scanned Document


Go to HP Content Manager, Document
Queues and double click on Incoming Mail
queue



Select the document, documents are in
number order



Clicking on a document will open a scanned
copy of the document for review
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6.

Responsibility for Implementation
Information Management

REVISION HISTORY
Version
2
1

Next Review
July 2020
March 2018

Record No:
18/24688
18/24688
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Appendix 9 – Archives and Offsite Storage Management Procedure

ARCHIVAL AND OFFSITE
STORAGE MANAGEMENT
PROCEDURE

Procedure Owner:
Contact Person:
Distribution:
Date of Approval:

1.

Policy Supported



2.

Recordkeeping Plan.
Records Management Policy

Related Documents and/or Forms






3.

Information Management
Coordinator Information Management
All Employees

Transfer forms and transfer procedures – Archives Box Contents List – 10/17161
Transfer forms and transfer procedures – Archives Box Template – 12/93226
Transfer task procedures – boxes – 11/125339
Destruction of ephemeral records – 11/133108
Destruction of City of Wanneroo Records – General Staff Information – 18/82703

Purpose
This Management Procedure is to assist employees to meet the City of Wanneroo’s (the
City’s) obligations in relation to Archives, Retention and Destruction of Documents as
specified in the General Disposal Authority for Local Government (GDALG).

4.

Definitions
NA

5.

Procedure






City records are classified using the ‘Keywords for Councils’ Classification System – A
Thesaurus for Local Government Terms. This is linked to the requirements of General
Disposal Authority for Local Government (GDALG), which determines the need for
archiving or disposal of all records;
To initiate the destruction of records or to relocate to off-site storage, staff are required
to contact the Archivist;
Destruction of records occurs in accordance with the provisions of the GDALG and
subject to approval given by the Chief Executive Officer or his delegate;
Hard copy originals of imaged or microfilmed records are stored for a minimum of 6
months after the date of capture into digital format for quality control purposes. After
this time, the Coordinator Information Management and the Archivist will assess
whether the hardcopy documents can be destroyed under the General Disposal
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6.

Authority for Source Records and in consultation with relevant Service Units. The
Coordinator Information Management may determine that Records that are no longer
currently used, but because of their evidential or informational value have been
selected for archive or permanent retention, are to be sent to offsite storage and may
override the imaged provision of storage of 6 months. Any records older than year
2000 have to be kept in hard copy.
Records to be transported to off-site or the State Archives are done in a secure
manner; and;
Archival and offsite storage of records are sent to the City’s offsite storage provider,
stored securely and in line with proper environmental conditions;
Retrieval of documents/files from offsite storage provider is arranged by Information
Management staff;
Annual disposal of temporary records are arranged by the City Archivist with
appropriate approvals;
Records that are to be destroyed are done so in accordance with General Disposal
Authority for Local Government and undertaken by a third party in presence of the
City’s Archivist or as otherwise required by any legislation.

Responsibility for Implementation



Coordinator Information Management
Archivist

REVISION HISTORY
Version
1

Next Review
January 2021

Record No:
18/82725

Page 180 of 191

Appendix 9 (Cont’d)

Destruction of Electronic and
Hard Copy Records - Task
Procedure

Procedure Owner:
Distribution:
Date approved:

1.

Information Management
All Information Management staff

Policy Supported

Recordkeeping Plan
Records Management Policy
Archives and Offsite Storage Management Procedure
2.

Related Forms and other Documents
12/62281 – Inactive Records Destruction Signoff Form by CEO
12/62283 – Inactive Records Destruction Form by Managers
11/131558 – Archives Index and Offsite Storage Register – Part 2
10/3291 – Archives Index and Offsite Storage Register Part 1

3.

Purpose
The purpose of this task procedure is to ensure that appropriate controls and processes are
in place for the destruction of those records that have passed its retention period as specified
in the General Disposal Authority for Local Government (GDALG). This task procedure
applies to electronic and hardcopy records

4.

Definitions (only insert if necessary)
N/A

5.
No
1

Procedure
TASK

Destruction of electronic files and boxes
1.8 Every 6 months the Archivist will check the HP CM9 system for marked for
destruction
files and boxes. This is done by running a report on inactive files in
HP CM9
1.9 The list of the files identified for destruction should be examined and confirmed by
checking:
 that the file/box doesn’t contain documents with longer retention period that that
one applied to the file/box
 that the closed file volume isn’t the part of the larger project and should be kept
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No

TASK

to the end of the whole project
 applied RD and files triggers are correct
1.10 Once the files/boxes destined for destruction have been QA-ed, the lists need to
be sent to the required units for manager’s approval. form 12/62283)
1.11 Once approved by the managers the list of destructions should be combined
together and sent to CEO or his delegate for approval (form 12/62281)
1.12 Once approved the list of the files will be sent to IT to start electronic shredding of
the file content.
1.13 If the electronic files have the hard copy parts, those should be arranged to be
destroyed by Iron Mountain
1.14 The destruction information should be entered by the Archivist and updated in the
metadata of the files
2

3

Destruction of Hard Copy Records Not Registered in HP Content Manager
2.1 The report created from the Indexes (HP CM9 no. 11/131558 and 10/3291) shows
the list of boxes that are ready for destruction at the end of the recorded year.
2.2 The archivist creates the destruction lists using destruction form template 12/62283
and sends it to the records owner, accompanied by the detailed list of files and
boxes for destruction.
2.3 The Business Unit Manager (the records owner) signs off form 12/62283
2.4 CEO Destruction Form – template 12/62281 accompanied by signed off Records
owner form – template 12/62283 is sent to IM Coordinator and CEO for signing off
2.5 Once destruction approved the archivist sends to “Iron Mountain” the order of
destruction for the listed boxes.
2.6 After destruction of the boxes “Iron Mountain” sends back the certificate of
destruction for the destroyed boxes
2.7 The dates of destruction are entered into Indexes (HP CM9 no. 11/131558 and
10/3291)
Destruction of Source Records
(The source records have been scanned according the requirements of the Digitisation of
Source Records Management Procedure and Specification
3.2 Identify those batch boxes that were stored for more than 6 months
3.2 Perform random quality check of the records scanning quality and if the source
records boxes don’t contain any records, that are not allowed to be destroyed (with
seals and watermarks)
3.4 If needed, remove those records that shouldn’t be destroyed
3.4 List the boxes and send the list for approval to Coordinator Information Management,
and then the CEO or his delegate for approvals
3.6 Once the approval is confirmed, send the boxes to Recall for confidential destruction

3.6 Obtain from Iron Mountain the certificate of destruction
6.

Responsibility for Implementation
Information Management

Page 182 of 191

Appendix 9 (Cont’d) – Destruction Sign-off List Example
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Appendix 10 – Recordkeeping Brochure and Sample Training Materials
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Appendix 10 (Cont’d) – Recordkeeping Brochure

Information Management - Corporate Strategy and Performance Directorate
RECORDKEEPING RESPONSIBILTIES
CHIEF EXECUTIVE OFFICER

DIRECTORS & MANAGERS

Ensures all staff comply with the State Records Act 2000

Ensures evidence of business activity is Created
Captured & Maintained.

Ensures that adequate resources are available to ensure
compliance with the State Records Act 2000.

Ensure their staff complies with records management
policies and procedures.

Ensures all staff complete the mandatory online Records
Awareness Training.

INDIVIDUAL EMPLOYEES

INFORMATION MANAGEMENT STAFF

As record creators, individuals are responsible for making and
keeping full and accurate records and saving them to the City’s
Electronic Document and Records Management System
(EDRMS) HP Content Manager 9 AND

Ensure legislative compliance.

Successfully completing Records Management Awareness
Training available online.

They disseminate information throughout the
organisation.

They manage the EDRMS, active and inactive
records.

They administer the Freedom of Information Act
(FOI).
IT STAFF and Business Systems - Are responsible for maintaining the EDRMS.

FREEDOM OF INFORMATION
This Act allows people to obtain information owned by the City. All information the City keeps is accessible by the
public and the community.




Includes documents, emails, meeting notes, images, printouts, tape recordings, databases etc.
Employees have a legal responsibility to keep their records in an organised way and accessible from a corporate
database (HP CM9), to comply with the FOI Act 1992.
All other methods of getting documents should be exhausted before attempting to get them under FOI.

LOCATION OF IM
st

Information Management is located on the 1 Floor of the Civic Centre Extension.

WHO ARE INFORMATION MANAGEMENT?
Information Management is part of the Corporate Strategy & Performance Directorate. The Information Management
Team manage all records at the City of Wanneroo in all formats, electronic and hard copy, drawings plans etc. They
currently use the HP CM9 system for this purpose. They do this to ensure that the City complies with all
administrative, legal, fiscal and archival requirements. This is achieved by the development of policies, procedures
and guidelines to teach staff how to manage, access and dispose of records across the records life cycle.

The result is improved:
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Accessibility to information across the organisation,
Legislative and accountability standards.
Education - all staff can use the EDRMS and have access to additional training according to their needs,
we ensure that staff are trained in Records Management and the EDRMS System.
WHO WORKS IN IM

HP CONTENT MANAGER TRAINING

Coordinator
Chandra Sharma - x 5403

Over and above the allotted training sessions
Information Management provide One-to-One HP
CM9 training sessions (Introduction and
Refresher). These sessions run for approx. 1 hour
and are located at your workstation.

Archivist
Anna Szot-Talikowska - x 5528
Senior Information Officer
Sheila Theophilus x5596
Information Management Officers
Faith Sapi - x 5527
Irene Hicks – x 5526
Holly Smith - x 5404
Michael Babbage – x 5539
Denise Greenwood– x 5642
Email:
Information Management Helpdesk

Business Unit bookings can also be arranged. If
you wish to take up this training, please contact
the Coordinator Information Management
X5403 to arrange an appropriate time for training.
On-line training is also available contact the
Coordinator Information Management – X5403
AD HOC HP CONTENT MANAGER Q&A
SESSIONS
Information Management carries out HP Content
Manager Q&A sessions at least twice a year or as
required. This is an open session and any staff
member can turn up.

WHY DO WE KEEP RECORDS
Records are needed to be kept to meet
accountability and legislative requirements
because they:

Contain evidence of Business Activity

Are an information resource that supports
decision making

Provide an Audit Trail
Records should be full and accurate
documents to enable:

Action by colleagues and successors

Proper scrutiny of Business Activity by
auditors, State Records Office and the CCC
etc.

Compliance with the City’s financial, legal and
other rights and expectations

WHAT IS A RECORD?

FAILURE TO COMPLY

“Record” means any record of information
however recorded and includes –
g) Anything on which there is writing or Braille;
h) A map, plan, diagram or graph;
i) A drawing, pictorial or graphic work, or
photograph;
j) Anything on which there are figures, marks,
perforations, or symbols, having a meaning
for persons qualified to interpret them;
k) Anything from which images, sounds or
writings can be reproduced with or without the
aid of anything else;

Failure to keep true and accurate records can
result in;

Penalties – Organisational and Employee
- $10,000 under the State Records Act
2000.

Poor Decision Making.

Litigation problems resulting from
inadequate documentation.

Problems with the;
o State Records Commission
o State Records Office
o Crime and Corruption Commission

l)



Anything on which information has been
stored or recorded, mechanically,

Damage to organisation reputation.
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magnetically, or electronically;



Loss of history and corporate memory.
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Appendix 11 - Recordkeeping issues in Annual Report – Principal Six –
Compliance
The following is an excerpt from the City of Wanneroo’s 2016/2017 Annual Report
Compliance with State Records Act
The State Records Act 2000 requires the City to have an approved Recordkeeping Plan
which details the way the City keeps its records. The Recordkeeping Plan has been
approved for five years from 2012 to 2017. Although the Recordkeeping Plan is not
due for approval till May 2018, the City has embarked on a review to reflect changes in
the State Records Act, General Disposal Authority for Local Governments and changes
in the City processes such as more paper appropriate practices This review will be
completed by December 2017 and then forwarded to State Records Office for approval
Improvements to the City’s records management include:













Implementation of mandatory refresher training for all staff every three years in
Records Management Awareness.
Internal audit of Records Management functions identified medium risks and
recommendations currently being implemented;
Upgrade of HP TRIM to HP Content Manager 9 (HP CM9)
Continuation of quality assurance of all documents registered and titled in the
electronic document & records management system (HP CM9);
Improved skillset and knowledge of Information Management Officers;
Continuation of declining trend in hardcopy documents with increasing trend in
electronic documents;
Fully integrating the Archives and Information Management functions to share
knowledge, improve resource availability and provide faster client service.
Technology enablement to increase efficiency in mail scanning and processing;
Further integration between the electronic document and records management
system and corporate business systems such as use of Multi-Function Devices
(MFD’s) to scan and store corporate records;
Development of a vital records register and vital records.
A staff helpdesk service in recordkeeping, HP CM9 and archiving.
Increased awareness on the use of HP CM9 through additional training such as
Q&A sessions

The number of records captured into the City’s corporate recordkeeping system by
Information Management during 2016/17 was 52925 (41041 in 2014/15). This included
incoming and outgoing letters, emails, faxes, online forms and internal documentation.
The number of new files created during this period was 19276 (13644 in 2015/16).
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Appendix 12 – Recordkeeping Requirements for Outsourced/Contracted Out
Services
Inclusion for Contracts to comply with the State Records Act 2000
The following paragraphs are to be included in Contract documentation to comply with the State
Records Act 2000.
As a requirement of the State Records Act 2000, organisations or persons performing an
outsourced function or service for the City of Wanneroo (CoW) will adhere to the recordkeeping
standards and guidelines of the agency. Records defined as “government records”1 will be kept
in a way that reflects CoW’s accountability requirements and will be maintained according to
CoW’s standards for as long as the records are required and they are to be returned to CoW
when the contract expires.
All identified government records in whatever format 2 are the property of CoW irrespective of
Intellectual property rights and access to the records will be provided for CoW. The access
provisions will be specified to the outsourced organisation and/or contractor. The records will
be kept in a secure and safe manner for the duration of the contract, as defined within the
contract. An example would be a lockable cabinet for paper records and a secure virus
protected computer for electronic records. Electronic records 3 must remain available,
accessible, retrievable and useable for as long as a business need exists or as long as
legislative, policy and archival requirements exist.
It is the responsibility of the overseeing CoW officers to ensure that all recordkeeping
requirements are adhered too and that the original records plus copies are returned to CoW at
the completion of the contract.
These following requirements are the minimum requirements.
The contractor must at all times maintain full, true and up-to-date records relating to this
contract. Such records must;
a) Include appropriate audit trails for transactions performed;
b) be kept in a manner that permits them to be conveniently and properly audited;
c) be full and accurate to;
o facilitate action by the City of Wanneroo officers at any level and by their
successors;
o allow a proper scrutiny of the conduct of business by authorities; and
o protect the financial, legal and other rights of the City of Wanneroo clients, and
any other people and organisations affected by its actions and decisions;
d) documentation must be controlled using;
o version control and
o date of last update and
o by whom.
e) be made available to CoW as required for the performance of the contractor’s
obligations under the contract;
f) where possible an approved retention and disposal will be placed on the records at
creation especially where the records will be in the custody of the contractor for a long
period of time. The contractor will adhere to these requirements;
g) if it is not possible to place an approved retention and disposal on the records for any
reason this will be done immediately return to CoW at the end of the contract;
h) government records will not be destroyed without the written permission of CoW staff;
i) only those people authorised by CoW may view the records without express approval of
CoW staff;
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j)

if a Freedom of Information request is received by CoW relating to records held by the
outside organisation or contractor they are to be returned to CoW immediately for
review. Where the records may impact on the contract consideration will be given to
contractor’s concerns. The contractor will not discuss this information with any other
outside party without written approval for CoW staff.

This Section must be included in the “response” section of the tender documentation.

RECORD KEEPING

I/we certify to undertake all record keeping requirements of the record keeping clauses
set out in this documentation and as required by the State Records Commission under
the State records Act 2000 and the City of Wanneroo Recordkeeping Plan.

Authorised Signatory_________________________________
Title

__________________________________

Dated

_________Day of ________________20

1

Government record – is a record created or received by a government organisation or a
government organisation employee or contractor in the course of the work for the organisation.
2

Formats can include paper, electronic, microfiche, plans, photocopies. The records can be
correspondence, forms, dataflow diagrams, data models, systems documentation, program
code, emails etc.
3

An electronic record is any information that is input onto a computer system, and processed,
modified, stored and accessed via that system. Electronic records include word processing files,
electronic spreadsheets, databases, electronic mail, internet and intranet systems, and imaged
documents.
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